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Introduction

This document is intended as a step-by-step guide for installing and setting basic security settings for a
Domain Controller.

We will walkthrough basic settings and configurations, giving you a starting point to create and maintain a
secure Windows 2016 Domain Controller. We advise you use this guide in addition to other available
guides, supplementing this information with strategies outlined on the Microsoft Security site as well as
SANS, NSA and NIST. This will improve the security of your domain.

Do not consider your domain, or computers in your domain invincible from hacking, viruses or worms
because you set certain policies discussed in this guide. You must also keep current service packs,
updates, hot-fixes and security patches applied to the all systems on your network. Not merely Servers, but
also Workstations and any other network devices.

Following Microsoft best practices for security will reduce the chances of security breaches, but maintaining
good practices, end-user communication, and thorough documentation for your own environment is an
absolute necessity!

We hope you enjoy this document!
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Section I: Installing Windows 2016 Server Software

MUST-READ LINKS!

Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/windows-server-2016

System Requirements for Windows 2016 Server
https://docs.microsoft.com/en-us/windows-server/get-started/system-requirements

Important Issues in Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/get-started/windows-server-2016-ga-release-notes

BEST PRACTICES
¢ Never install a new system on the public network.
e Start system in a development environment then move system to your production network.
e Patch system immediately after installation.
e Apply all security settings to system.
e Configure Host Based Firewall.
e Install and update Anti-Virus software.
e Verify all settings.
¢ When upgrading or reloading a system, perform a full backup prior to installation.
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1. Turn on system and insert installation disk
a. If the Startup Sequence in the BIOS hasn’t been set to boot from the CD/DVD drive, you will
want to change these settings prior to starting your installation

il Windows Setup E [=] @

== Windows Server: 2016

Language to install: |English (United States) -
Time and currency format: [l NV ke 1) -

Keyboard or input method: [[1is

Enter your language and other preferences and click "Mext" to continue.

& Microsoft Corporation. All rights reserved.

2. Choose Language, Time and currency format and Keyboard input method.
3. Click Next.
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4 Windows Setup

el : = = i
mm Windows Server- 2016 : .
Setup Is starting

a. You will receive a message
“Setup is starting”.

Install now

ur computer

Corporation. All nights reserved.

4. Click Install now.

Choose an option © Advanced options

Troubleshoot System Image
Reset your PC or see advanced options Recovery

Recover Windows using a specific
system image file

Turn off your PC Command Prompt

Use the Command Prompt for
advanced troubleshooting

b. The installation iso can also be used to Repair Your Computer.
i. If you select Repair your computer from the Windows Setup screen above, you will be
asked to Troubleshoot or Turn off your PC.
ii. If you select Troubleshoot, either you can browse for a System Image file to Recover
Windows, or you can launch a Command Prompt.
iii. Review the Microsoft documentation:
Recover the Operating System or Full Server (referencing Windows Server 2008 R2),
https://technet.microsoft.com/library/cc755163.aspx
Whbadmin Start sysrecovery, https://technet.microsoft.com/en-
us/library/cc742118(v=ws.11).aspx
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B Wind Set
o) indows Setup
Select the operating system you want to install
Operating systemn Architecture Date modified
Windows Server 2016 Standard whd 11721, '2015
Windows Server 2016 Standard (Desktop Experience) /
Windows Server 2016 Datacenter #0d 11/21/2016
Windows Server 2016 Datacenter (Desktop Experience) w0l 11/21,/2016
Description:
This option is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannet be run on a Server Core installation. All server roles and features are
supported. For more details see "Windows Server Installation Options.”
| et |

5. Select the operating system you want to install.
a. The default selection is Windows Server 2016 Standard. This is the Server Core Edition
which is managed via Command Line, Powershell, or Remotely. Server Core is the Microsoft
recommended option.
b. Windows Server 2016 Standard (Desktop Experience) loads with the graphical interface.
c. If you want to switch from either operating system option, you cannot convert from one to the
other. You must perform a complete re-install.

6. Click Next.
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@ éIWindows Setup ﬁ

Applicable notices and license terms

Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software if you have not validly acquired a license for the
software from Microsoft or its licensed distributors.

EULAID:T15_SR_1_ED_SRVSTD_V_en-us

[w Iaccept the license terms;

7. Please read the license terms.

a. Make sure to read and accept the licensing terms prior to installation.
b. You cannot proceed without checking the box accepting the license terms.

8. Click Next.
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@ éJWindows Setup ﬁ

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this opticn. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this eption. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

Help me decide

9. Which type of installation do you want?
a. Upgrade
i. This option is used when upgrading from a previous version of Windows.
ii. All files, settings and programs will be kept intact.
b. Custom
i. This option is used to install a new copy of Windows
ii. This will erase the drive and any data that is on it.

10. This is a new install, Click Custom: Install Windows only
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@ £F Windows Setup
Where do you want to install Windows?
| Name | Totalsize|  Freespace| Type
= Drive 0 Unallocated Space 60.0 GB 600 GB
+¢ Refresh £ Delete & Format Mew
9 Load driver ::; Extend
Net |

11. Where do you want to install Windows?
a. Choose the drive that you want to use to install Windows.
b. If the hard drive is not detected, you must load the proper drivers.
i. Click Load Driver

Load driver e o
To install the device driver for your drive, insert the installation media containing the

driver files, and then click OK,

MNote: The installation media can be a CD, DVD, or USE flash drive.

Browse [ 0K i | Cencel |

ii. The driver can then be loaded from CD, DVD or USB drive.
iii. Once the driver is loaded the hard drive will be listed as an option in the installation
wizard.
c. Additional Options (Delete, New, Extend, Format)
i. You can delete the current partition
ii. Create a New Partition
iii. Extend the partition, which allows you to make the partition larger. This action
cannot be reversed!
iv. Format the partition
d. If this is a new disk, no other action needs to be taken. Clicking next will automatically create a
partition using the entire disk, format and start the installation.
12. Click Next.
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)

KEI Windows Setup

Installing Windows

Status

' Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates

Finishing up

1 Collecting information 2 Installing Windows

13. Installing Windows.
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N‘Z Windows Setup

Windows needs to restart to continue

Restarting in 7 seconds

Bestart now

14. Windows restarts to complete installation.

Wt
.

Getting devices ready 20% Getting ready

15. Windows is getting ready, and then restarting.

Restarting
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Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

Finish

16. Enter the password for the Built-in Administrator account.

17. Make sure to follow your organization’s best practices and password policy.

a. To resist brute force attacks, your password would need to be 18-20 characters long.

b. Additional information provided by Microsoft here: https://www.microsoft.com/en-us/research/wp-
content/uploads/2016/06/Microsoft Password Guidance-1.pdf

18. Click Finish.

19. Your Password has been set.
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Press Ctrl+Alt+De

916

Monday, September 11

20. The initial installation is now complete.

In the next section, we will walk through installing updates and applying default security settings to the
system. We recommend you perform these tasks in a non-production environment on a private NAT or
firewalled network.
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Section II: Windows Server 2016 Initialization

1. Log into the Administrator account using the password created during installation.

Networks

Li:—l Network

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not
public ones.

2. First, a prompt appears, asking if you want to allow Network Discoverability.
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a. This enables the allowed computer to be viewable by other computers on the network.

P

= v 4 ﬁ« Windows Firewall » Allowed apps w | Search Control Panel R

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChangE settings

Allowed apps and features:

Mame Private  Public *

[ Key Management Service
W] mDMS

O Metlegeon ice
[w] Metwork Discovery
[ Performance Logs and fferts

[ Remote Desktap

[0 Remote Event Log Management

[ Remote Event Monitor

[ Remote Scheduled Tasks Management
[ Remote Service Management

[ Remote Shutdown

[1Remote Volurme Management

OO0O0O0OO0O0OXROREO
ooooooood®d™

Details... Remaove

Allow ancther app..

Ok Cancel

b. If you click Yes, you will enable the Network Discovery application in the Windows Firewall for the
Private network only (refer to the checkboxes in the image on the previous page). This setting is
accessible from Control Panel > Windows Firewall > Allow an app or feature through Windows
Firewall.
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« « 4 o « Network and Sharing Center + Advanced sharing settings v O Search Control Panel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile)

Metwork discovery

‘When network discovery is on, this computer can see other network computers and devices and is

visible to other network computers,

(® Turn on network discovery
[#] Tumn on automatic setup of netwerk connected devices.
(7 Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(") Turn on file and printer sharing
(@) Turn off file and printer sharing

Guest or Public

All Networks

—
£¥ Save changes Cancel

c. If you click No, or miss the dialogue, this option is reconfigurable.

i. Go to Control Panel > Network and Sharing Center. Click Change advanced sharing

settings from the left menu options.
ii. Customizable for Private, Guest or Public, and All Networks.

ii. You may also need to go back to the Windows Firewall, and enable Network

Discovery, as indicated by the previous instruction.

d:44 AM

~ T g 4726/2017 E|

3. You will also notice a notification in the system tray.
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ACTION CENTER

& Security and Maintenance

Turn on Windows SmartScreen

A e S
wWinao\ 1

4. This is a notification from the Action Center to Turn on the Windows SmartScreen.
a. Windows SmartScreen is disabled by default, and is enabled using a domain administrator
account through Group Policy.
b. Windows SmartScreen works with Internet Explorer and Microsoft Edge web browsers,
comparing the URL of visited websites to a list of high traffic websites that are integrated with the
filter. If the website does not match the list, the SmartScreen filters sends a query to the
corresponding URL Reputation Service. If the URL had been determined unsafe, the filter
displays a message to the user to warn them about entering personal data or downloading
content from the site.
c. Telemetry is used to report additional information about the site.
d. An IPv4 connection is required to utilize software.

While you are working with these initial dialogues, the Server Manager is loading in the background.
Introduced in Windows Server 2008, Server Manager remains the primary information and central
management console for Windows Server 2016.

NO py ws Server operating system, this message will appear on

: y y
the bottom right corner of your desktop.
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Section III: Welcome to Server Manager

E,, Server Manager - 'Y
@ ¥ Server Manager * Dashboard - @ | P Moage Toos  View Hep
BB Dashboard WELCOME TO SERVER MANAGER
§ Local Server i -

#5 All Servers

¥ File and Storage Services P

o Configure this local server

2 Add roles and features

WHAT'S NEW

Hide
LEARN MORE

ROLES AND SERVER GROUPS

| Servergroups:1 | Servers total; 1

= File and Storage - -
i : 1 Local Server 1 B Al Servers
ﬁ Services B L

@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services n Services
BPA results Performance Performance

BPA results BPA results

The Server Manager Dashboard screen provides, at a glance, all roles installed on the server, and will notify
you of any errors or concerns. It also offers a Quick Start menu of hyperlink options.

To manage servers running operating systems older than 2016, you must install the following software and
updates on the remote server(s): https://docs.microsoft.com/en-us/windows-server/administration/server-
manager/server-manager

1. Click (1) Configure this local server to view to edit the Server Properties, or click Local Server from the
left menu pane. The configuration options include:
o Computer Name

Workgroup/Domain

Windows Firewall

Remote Access Option

Configure Windows Updates

Set the time/time zone

See operating system and hardware details
View Events

O 0O 0O O O O O
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Access Services

Run the Best Practices Analyzer
View Performance details

View and Edit Roles and Features

O O O O

2. Add roles and features, launches the wizard to add or remove roles or features to your server.
3. Add other servers to manage (up to 100, depending on the hardware and network resources available to
the server), adds domain and workgroup servers using one of three methods (see
https://docs.microsoft.com/en-us/windows-server/administration/server-manager/add-servers-to-server-
manager):

a. Active Directory

b. DNS

c. Import
4. Create a server group, allows you to group like systems logically, to monitor and manage. For example,
a group of Database servers, an IIS group or a group of File Servers and so on.
5. Connect this server to cloud services, launches a browser to load the website,
https://www.microsoft.com/en-us/cloud-platform/operations-management-sulite.

NAVIGATING SERVER MANAGER

Getting to know the Server Manager in 2016 is one key to successfully manage your servers. Let’s get
familiar with the features!

Server Manager Console Header:

Server Manager * Dashboard

Along the top of the Server Manager you will find arrows and breadcrumb for navigation on the left. On the
right, there is a refresh button, notification flag for tasks that are completed or pending, and other menu
options so you can quickly manage your servers, access tools, change your view or search help
documentation.

The Notifications Area:

r Manage Tools View Help
L

The flag icon represents the Notifications Area and will display Task Details that are in progress, pending, or
require additional actions. A number beside this icon indicates there are pending messages.

}VA Manage Tools View Help

If a Warning Triangle appears this means there are pending tasks that require your immediate attention.
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§, Post-deployment Configura...
Configuration required for DHCP Server at BATMAN
Complete DHCP configuration
o Feature installation
Installation succeeded on BatmanJLA local.
Add Roles and Features

Task Details

Clicking on the Flag displays progress of the pending event as well as a link to more information. To
complete pending tasks, a link guides you to the next step.

Manage:

Y Tools Vi Hel
anage o9 =W =P The Manage Menu gives you the option to:

Add Boles and Features oAdd Roles and Features
oRemove Roles and Features

Remove Roles and Features oAdd Servers

Add Servers oCreate Server Group

oServer manager Properties
Create Server Group

Server Manager Properties

o Server Manager Properties x

V] Specify the Server Manager data refresh penod (in minutes) 10

Setting the refresh interval too low results in very frequent refreshes

which can affect the rformance of youy server and network

emviranment

Do not stort Server Manager automatically at logon

| OK H éancel ‘

Default Settings (above):
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Tools:
Default Available Tools:

F Manage Tools View Help

Lomponent Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

1ISCS| Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

The Tools Menu gives you direct access to the Administrative Tools shortcuts. This is the fastest method to
access your management tools. As you install more Roles and Features on the server, additional shortcuts
appear in this menu. The Tools Menu is also customizable. Review management options here:
https://docs.microsoft.com/en-us/windows-server/administration/server-manager/manage-the-local-server-
and-the-server-manager-console
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View:

Manage Tools

75%

v| 100% Cirl+0

125%
150%

Zoom In Ctrl =

]

Zoom Out

Hide Welcome Tile

The default View for Server Manager is set at 100%. Change the magnification of your Server Manager
here.

Help:
Manage Tools View Help
Server Manager Help F1

Windows Server Marketplace
Windows Server TechCenter

Server Manager Forums

About Server Manager

The Server Manager Help option launches the default browser to a Technet article,
https://technet.microsoft.com/library/2194da26-7e64-4497-b4ee-c2d815f655c0. Windows Server
Marketplace takes you here, https://www.windowsservercatalog.com. Windows Server TechCenter
launches this, https://technet.microsoft.com/en-us/library/hh831456.
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MANDATORY CONFIGURATIONS

Set the Time Zone
1. From the Server Manager Dashboard, click Local Server from the left menu pane.

i PROPERTIES

For WIN-BCOIFUTOgVU | TASKS =
WIN-BCOIFUTO9YVU Last instalied updates Newver
WORKGROUP Windows Update Download updates only, using Windows Update
Last checked for updates Newver
Private: On Windows Defender Real-Time Protection: On
Enabled Feedback & Diagnostics Settings
Disabled |E Enhanced Security Configuration On
Dizabled Time zone (UTC-08:00) Pacific Time (US & Canada)
IPv4 address assigned by DHCP, IPv6 enabled  Product ID 00377-60000-00000-AA934 (activated)
Microsoft Windows Server 2016 Standard Processors Intel{R) Core{TM) i7-37200M CPU @ 2.60GHz
Vivhware, Inc. WMware Virtusl Platform Installed memory (RAM) 2GB
Total disk space 53643 GB

2. Click the hyperlink across from Time zone.

= Dateand Time P

3. Click Change time zone...
Date and Time | Additional Clocks  Internet Time

Date:
Saturday, August 3, 2017

Tirmnes
1:18:07 AM

!_thange date and time...

Time zone

(UTC-06:00) Central Time (US & Canada)

Change time zone...

<

Daylight Saving Time ends on Sunday, Movernber 5, 2017 at 2200 AM. The
clock is set to go back 1 hour at that time.

[+] Motify me when the clock changes

| oc [ caned | [ Booly
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Set the time zone:

Tirme zone:
(UTC-06:00) Central Time (US & Canada) w
[~] Automatically adjust clock for Daylight Saving Time

Current date and time: Saturday, August 5, 2017, 1:24 AM

oK Cancel

MOREnet 2
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4. Select the correct Time Zone from the drop-down menu, and click OK. In this case, we are in the Central

Time Zone.

Date and Time  Additional Clocks  Internet Time

Additional clocks can display the time in other time zones. You can view
them by clicking on or hovering over the taskbar clock.

Show this clock
Select time zone:

(UTC-08:00) Pacific Time (US & Canada) e

Enter display name:

| Pacific

[] Show this clock

(UTC-06:00) Central Time (U5 & Canada)

Clock 2

oK. Cancel Apply

5. You can also set up Additional Clocks from the Additional Clocks tab.
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Date and Time ~ Additional Clocks ~ Internet Time

This computer is set to automatically synchronize with
‘time.windows.com’,

Next synchronization: 8/5/2017 at 1:34 AM

An error occurred while Windows was synchronizing with
time.windows,com.,

E;‘Change settings...

QK Cancel Apply

6. The default Internet Time Server is synchronized with ‘time.windows.com

Internet Time tab.
a. Click Change settings.

’. This is editable from the

[f internet Time Settings

Configure Internet time settings:
[ Synchronize with an Internet time server

Server: | m ~ Update now

The clock was successfully synchronized with time.windows.com on
472772017 at 3:25 PM.

Cancel

b. Change the dropdown option to the right of Server: The other option is time.nist.gov.
c. Update now; This will force an update of the time on the system once the Internet time server is

setup.
d. Click OK.
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Setup the Network Card(s)

1. From the Server Manager Dashboard, click Local Server from the left menu pane.
a. If you are connected to a private network and already have access to the internet to patch the
system, then changing the ip address can be done last.
b. If you need to connect to the network or need to assign a static IP address then proceed.

i PROPERTIES

For WIN-BCOIFUT0OVU
Computer name WIN-BCOIFUTOSVU Last installed updates Newver
Workgroup WORKGROUP Windows Update Download updates

Last checked for updates Never

Windows Firewall Private: On Windows Defender Real-Time Protectid
Remote management Enabled Feedback 8t Diagnostics Settings
Remote Desktop Disabled IE Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-08:00) Pacific

Ethernet) +—m-—— IPv4 address assigned by DHCP, IPv6 enabled > Product ID 00377-60000-00004

Operating system version Microsoft Windows Server 2016 Standard Processors Intel(R) Core(TM) i
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM) 2 GB
Total disk space 536.43 GB
< >

2. Click the hyperlink across from EthernetO.

3. In the Network Connections window, right-click on Ethernet0 and select Properties.
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% EthemnetD Properties
Networking
Connect using
P Irel(R) 825741 Gigabt Network Connection

Configure. .

This connection uses the following tems

) T Fie and Prrter Sharing for Microsaft Networks A~

| W BGoS Packet Scheduer
SN itemet Protocol Vrsion 4 (TCP/IPv4) |
L] & Mcrosoft Network Adapter Mubiplexor Protocol
M & Microsclt LLDP Protocol Dever
vl g ntemet Protacol Verson 6 (TCP/IPVE)

M 5 Unkidlayer Topology Discovery Responder v
| € >
Instaf Urnatal Propeties
Description

Transmisson Cordrol Protocol/irtemet Protocol. The defout
wide area network protecol that provides commurnscation
across dverse rterconnected netwirky

OK Cancel

Internet Protecol Vession £ [TCPAPwE) Propedfoes
emral

Yool can get 1P setbngs acogned sutomabeaty if your mebearc s s
ths copabebty, Oitherwise, you meed b ask your ne bl admenestrator
ot the appropriate [P seitngs

("3 Chmin an [P addiess automs boaly
(i Lhse e Feslloraing TP aador e

IF adidress: 3 .18 .18 .35
S dreet s 5% 255 255, D
Defadt gateways 1} .13, .1

NG L ey B PSS AL

() e e Folormanag DN server addresses:

Prefermed DG sereer: it 19 , 19 .34
Altermabe NG senver; 1k 10 . 19 . 3%5]
[ Jvakdate setbos Lisen e Advanced

e
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4. Highlight Internet Protocol Version 4 (TCP/IPv4).
Click Properties.

a. If your network is setup for IPv6, you can
highlight Internet Protocol Version 6 (TCP/IPv6)

from the EthernetO Properties window, and click
Properties to configure.

5. Fill in the IP information appropriate for your
network. Enter the static ip address, subnet mask,
and network default gateway. The preferred DNS
server for your Domain Controller will always be itself
and the alternate DNS server could be another DC on
your network. Click OK.

6. When you are done configuring this network card,
click OK.
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03000250 +——— Ethermet]
Netwark Metwark
InelR) E257AL Gigabit Metwork €. | S IntelgR) E2574L Gigobit Nej

7. When an IP address is assigned, rename the network card to help distinguish your network cards and
quickly identify the ip/network. If you have more than one network card installed, disable any cards that are
not in use.
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1. From the Server Manager Dashboard, click Local Server from the left menu pane.

= PROPERTIES
. For WIN-BCOIFUTOS9WU

Computer name +—— WIN-BCOIFUTO9VU Last installed updates

Workgroup WORKGROUP Windows Update
Last checked for updates

Windows Firewall Private: On Windows Defender

Remaote management Enabled Feedback & Diagnostics

Remote Desktop Disabled IE Enhanced Security Configuration
NIC Teaming Disabled Time zone

Ethermnet0 IPv4 address assigned by DHCP, IPvb enabled  Product ID

Operating system version Microsoft Windows Server 2016 Standard Processors

Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM)

Total disk space

Never
Download updates

Newver

Real-Time Protectiq
Settings

On

(UTC-08:00) Pacific
00377-60000-0000

Intel(R) Core(TM) i7
2GB
536.43 GB

2. Click the hyperlink across from Computer name.

System Properties X
Camputer Name  Hardware  Advanced Remote

. Windows uses the followeyg information to identfy your computer
== onthe network

Comprter descrption { |

For example: "IIS Production Server” or
“Accounting Seeves”

Fud cotrguster name WIR-BCOIFUTOSVU
Workgroup WORKGROUP

To rename this computer o change &s doman or OW
wockgroup. chick Change -

o] [ | R

3. From the Computer Name tab, click Change...
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Computer Mame/Domain Changes 4

You can change the name and the membership of this
computer. Changes might affect access to network resources

Computer name:

r
|"|"|::'mn.r-:mm1|:

Full compaster name:
YoUrservemame

Member of
() Doman

(®) Worgroup

[WORKGROUP

[ o ][ come

4. Type your new server name in the Computer name: field and click OK.

Cormputer Mame/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any cpen files and close all
programs.

5. You must restart your computer to apply these changes. Click OK
6. Close the System Properties window.

Microsoft Windows *

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

7. Click Restart Now.
8. Server will reboot.
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1. From the Server Manager Dashboard, click Local Server from the left menu pane.

B  PROPERTIES
. ar WIN-BCOIFUTOVU

WIN-BCOIFUTO9VU
WORKGROUP

Private: On

Enabled

Disabled

Disabled

IPvd address assighed by DHCP, IPv6 enabled

Microsoft Windows Server 2016 Standard

Vhware, Inc. VMware Virtual Platform

Last instalied updates
Windows Update +——

Last checked for updates

Windows Defender

Feedback & Diagnostics

IE Enhanced Security Configuration
Time zone

Product ID

Processors
Installed memory (RAM)

Total disk space

Mewer

Download updates only, using Windows Update

Mever

Real-Time Protection: On

Settings

On

(UTC-08:00) Pacific Time {US & Canada)
00377-60000-00000-AA034 (activated)

Intel{R) Core(TM) i7-37200M CPU @ 2.60GHz
2GB

53643 GB

2. Scroll right to Windows Update.
a. The default is Download updates only, using Windows Update. Which means Automatic
Update is enabled, and the updates will always be downloaded, but you have to configure when to

install them. Click that hyperlink to view your options.

b. Another option for accessing Windows Update is to left click on the Start Menu and click

Settings > Update & Security
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Settings - o X
Update status
22 Home
Updates are available.
| Find a setting 2 + Definition Update for Windows Defender - KB2267602 (Definition
1.251.802.0).
Update & security + 2017-08 Cumulative Update for Windows Server 2016 for x64-based Systems
(KB4034658).
| < Windows Update Updates are ready to install
Windows Defender Install now
\) Recove
O v Update history
Activation

Update settings
It For developers
Available updates will be downloaded automatically,

except over metered

connections (where charges may apply). You'll be asked to install updates when

they've been downloaded.

Change active hours
Restart options

Advanced options

Looking for info on the latest updates?

Learn more

3. You may find that you already have updates available to install.

Update status

Your device is up to date. Last checked: Today,

Check for updates

Click Install now.

4. Continue to click ‘Check for updates’ until you receive the confirmation that Your device is up to date.
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5. The available options for Windows Update are:

& Update history

Uninstall updates

Recovery options

Update history

2017-09 Cumulative Update for Windows Server 2016 for x64-based Systems (KB4038782)

Successfully installed on 9/12/2017

Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2, 2016 x64
Edition - September 2017 (KB8S0830)

Successfully installed on 9/12/2017

2017-08 Update for Windows Server 2016 for x64-based Systems (KB4035631)
Successfully installed on 9/11/2017

2017-08 Cumulative Update for Windows Server 2016 for x64-based Systems (KB4034658)
Successfully installed on 9/11/2017

Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2, 2016 x64
Edition - August 2017 (KB890830)

Successfully installed on 9/11/2017

a. Update history

Active hours

Active hours lets us know when you usually use this device. When a restart is necessary to finish
installing an update, we won't automatically restart your device during active hours.

Note: We'll check to see if you're using this device before attempting to restart.

Start time

End time

b. Change active hours
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s Restart options

Schedule a time

We'll restart to finish installing updates when you tell us to. Just turn this on and pick a time.

@ ) off

Pick a time:
7 37 P

Pick a day:
Today

c. Restart options

2 Advanced options

Choose how updates are installed

Give me updates for other Microsoft products when | update Windows.

|:| Defer feature updates
Learn more

MNote: Windows Update might update itself automatically first when checking for other updates.

Privacy settings

d. Advanced options. Be sure to check the option to ‘Give me updates for other Microsoft
products when | update Windows.” This is not checked by default!

e. Learn more, launches a browser and loads a website for Windows 10 Updates:
https://support.microsoft.com/en-us/help/4018124/windows-10-update-history

For additional information, visit: https://blogs.technet.microsoft.com/mu/2017/06/27/patching-with-windows-
server-2016/
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1. From the Server Manager Dashboard, click Local Server from the left menu pane.

i PROPERTIES

For WIN-BCOIFUTO9VU TASKS w
Computer name WIN-BCOIFUTO9VU Last installed updates Never
Workgroup WORKGROUP Windows Update Download updates
Last checked for updates Mever
Windows Firewall Private: On Windows Defender Real-Time Protectiq
Remaote management Enabled Feedback & Diagnostics Settings
Remote Desktop +—— E Enhanced Security Configuration On
NIC Teaming Disabled Time zane (UTC-08:00) Pacific
Ethernet0 IPv4 address assigned by DHCP, IPvb enabled  Product ID 00377-60000-0000
Operating system version Microsoft Windows Server 2016 Standard Processors Intel(R) Core(TM) i
Hardware information VMware, Inc. VMware Virtual Platform nstalled memory (RAM) 2GB
Total disk space 536.43 GE

2. Remote Desktop is Disabled by Default. Click the ‘Disabled’ hyperlink across from Remote Desktop.

System Properties >
Computer Name  Hardware Advanced Remote
Remate Assistance

Allow Remote Assistance connections to this computer

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.
(C) Don't allow remote connections to this computer
(@) Allow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Metwork Level Authentication (recommended)

Help me chooze Select Users. ..

0K Cancel Applhy

3. The System Properties then launches with the
Remote tab active. Switch the radio to Allow remote
connections to this computer. Keep the
(recommended) option checked.

a. Be aware that Remote Desktop can be
susceptible to Man-in-the-Middle infiltration.

b. If possible, limit Remote Desktop usage to
your internal network, or connect via VPN or Direct
Access.
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Remote Desktop Connection it

Remote Desktop Firewall exception will be enabled

$ You chose to enable Remote Desktop Connection for
all network connections on this computer.

To enable # for selected network connections, open

Windows Firewall with Advanced Security

CK
4. An alert will prompt you to allow the Remote Desktop Firewall exception to be enabled. Acknowledge the
alert and Click OK to save the Remote tab System Properties.

@ -

— v 4 @ « All Control Panel ltems > Windows Firewall » Allowed apps v O Search Control Panel 2

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? @anange settings

Allowed apps and features:

Mame Private Public #»

[JFile and Printer Sharing over SMBDirect a a

[1iSCSI Service O O

[JKey Management Service g (]

M mDNS ™ ]

[ Netlogon Service | O

4 Network Discovery ™ O

[ Performance Logs and Aleris O [

I —

[0 Remote Event Log Management a a

[0 Remote Event Monitor O O

[ Remote Scheduled Tasks Management O a

O Remote Service Management M| [] ™

Details... Remaove

Allow another app...
oK Cancel

5. The Remote Desktop Firewall exception is located in Control Panel > Windows Firewall > Allow an app or
feature through Windows Firewall.
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Back to Contents

Section 1IV: Building a Domain Controller

DEFINITIONS

Roles - Roles are sets of software programs that when installed and configured properly, function
automatically to provide multiple users and/or computers with access to resources within a network.
Examples: DHCP, Active Directory & DNS, File Services, Print Server Services, etc. Roles typically include
their own databases, can queue requests or record information about the network participants. One or
more roles can be installed on a server depending on the capabilities of the hardware.

Role Services — Role Services are software programs that add functionality to the role. Some Roles only
have one specific function and do not have additional Role Services to choose from. Other Roles require a
certain set of Role Services, which are installed without selection options.

Features — Features are optional software programs that can be installed without direct correlation to
available and regardless selected Roles.

Functions - Functions are secondary or supporting features to the primary Roles that can be installed.
Defining the Server management or administrative management functions (MMC), backing up files.

AD DS - Active Directory Domain Services is the directory services database for Windows Server, used to
process logons, authentication and directory searches. Installed on a domain controller, it manages
communications across users and domains.

Functional Level — Determines the available domain or forest capabilities of Active Directory Domain
Services. Best practice is to set the domain and forest functional levels at the highest value that the
environment can support. This will usually be the most currently available OS, unless you do not have any
servers with the current OS. You can set the domain functional level to a value that is higher than the forest
functional level; however, you cannot set it at a level that is lower.

MUST-READ LINKS!

Step-by-Step Guide for Setting up a Windows Server 2016 Domain Controller
http://www.tactig.com/install-windows-server-step-by-step/
http://www.tactig.com/install-active-directory-domain-services-ad-ds/
http://www.tactig.com/promote-windows-server-domain-controller/

Upgrade and Conversion Options for Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/get-started/supported-upgrade-paths

In-Place Domain Controller Upgrade from Windows Server 2012R2 to 2016
https://www.virtualizationhowto.com/2016/11/upgrade-windows-server-2012-r2-domain-controller-to-
windows-server-2016/

What's New in Windows Server 2016 Active Directory
https://docs.microsoft.com/en-us/windows-server/identity/whats-new-active-directory-domain-services
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INSTALLING ACTIVE DIRECTORY DOMAIN SERVICES

The following steps will help you configure your server as an Active Directory Domain Controller on the
network. DNS is an integral part of a Microsoft Active Directory Domain, and will need to be setup and
tested first to ensure it is running properly. All services within a Windows Domain require DNS in order to
operate.

Microsoft Best Practices specify a minimum of two domain controllers be installed within a domain. Having
more than one domain controller allows for redundancy and continued operations even if one of the
systems fails. The second system will continue to process user logins and DNS requests, continue to apply
Group Policy and will maintain your Active Directory environment. A single server domain is extremely
risky and its’ best to avoid that at all costs.

Manage Tools View Help

2 Dashboard

i Local Server W

Wi All Servers B - =
__ _ ffigure this local server
EE File and Storage Services b =

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW

4 Create a server group

5 Connect this server to cloud services

Hide

LEARM MORE

1. Click Add roles and features from the Server Manager Dashboard or select the option from the Manage
menu.
a. Before you begin, you must verify the following. You do have the option to select “Skip this
page by default” so you no longer receive this reminder when you run this wizard:
i. You have a strong Administrator Password.
ii. Your Static IP address is configured.
ii. You have installed the most current security updates from Microsoft.
b. Click Next.
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The Wizard
&= Add Roles and Features Wizard — O *
Select installation type P rservamame

Select the installation type. You can install roles and features on a running physical computer or virtual

Befors You Begin . A .
machine, or on an offline virtual hard disk (VHD).

Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Servar Selection

) Remote Desktop Services installation
Install required role services fer Virtual Desktep Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

2. Select installation type
a. Choose Role-Based or Feature-based installation.
b. Click Next.

DESTIMATIOMN SERVER

Select destination server Yourmemvername

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
Server Selection ) Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

Yourservername 192.168.250.13... Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.,

| < Previous | | Mext > Install Cancel

3. Select destination server
a. Select a server from the server pool.
b. Click Next.
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B Add Roles and Features Wizard _ O
Select server roles T eoroarvemmare

Before You Begin Select one or more roles to install on the selected server.

Installation Typs Roles Description
[ Active Directory Certificate Services Active Directory Domain Services
e ) e[ e S (AD DS) stares information about

objects on the network and makes

[] Active Directory Federation Services = ) -
this information available to users

[] Active Directory Lightweight Directory Services

AD DS [] Active Directory Rights Management Services and netwc-rk administrators, f':\D' Ds

= - [] Device Health Attestation uses domain controllers to give

SET LT [C] DHCP Server network users access to permitted
] DNS Server resources anywhere on the network
] Fax Server through a single logon process.

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

] Hyper-V

] MultiPoint Services

] Network Policy and Access Services
] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[ Volume Activation Services

] Web Server (I15)

[] Windows Deployment Services

(oo (o] [ e

4. Select server roles:
a. When you highlight a Role from the list, a brief description displays on the right.
b. This is where you will select any Roles that are necessary for your server.
c. For this installation, we will choose Active Directory Domain Services by checking the box.

[z Add Roles and Features Wizard * . . .
d. Using the Roles Wizard will always prompt you to

i R AT T (e e T T e install any additional Features that are needed to support

Domain Services? the Role you have selected. _ _
i. Required features for the Active Directory
You cannot install Active Directory Domain Services unless the Domain Services Role are: GrOUp POIle Management,
following role services or features are also installed. Remote Server Administration Tools, Active Directory
[Tools] Group Policy Management Module for Powershell, the Active Directory
4 Remote Server Administration Tools Administrative Center, and AD DS Snap-ins & Command
4 Role Administration Tools Li T | . df t
4 AD DS 2nd AD LDS Toolks ine Tools are required features.
Active Directory module for Windows PowerShell ii. We will leave the option to “Include
4 ADDSTools S management tools (if applicable) checked.
[Taols] Active Directory Administrative Center CI Kk Add Feat Y ill b bl t
[Tools] AD DS Snap-Ins and Command-Line Toals "I: IC ea.ures. 'OU Wi : e _una eto
proceed with the Roles Wizard without clicking Add
Features.

e. Back at the Select server roles screen (pictured on the

Include management tools (if applicable) previous page)’ click Next.

‘Add Features ‘ ‘ Cancel |
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Select features

Before You Begin
Installation Type
Server Szlection
Server Roles

AD D5

Confirmaticn

5. Select features:

Select one or more features to install on the selected server.

Features

I LMET Framework 3.5 Feature -

| [m] .MET Framework 4.6 Features (2 of 7 installed)
rdJ Background Intelligent Transfer Service (BITS)

[ Bitlocker Drive Encryption

[] BitLocker Metwork Unlock

[] BranchCache

[] Client for NFS

[] Containers

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management

[ 170 Quality of Service

[] 1S Hostable Web Core

] Intermet Printing Client

] 1P Address Management (IPAM) Server

[] iSNS Server service

[71 LPR Port Monitor

MOREnNet

Be better connected.

- O X

DESTINATION SERVER
Yourservermams

Description

MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| < Previous | | Mext = | Install

Cancel

a. If you scroll through this list, you will notice that the Features you added via the previous
prompt are now selected. For this installation, also check the box to install .NET Framework 3.5.
b. When you highlight a Feature from this list, a brief description displays on the right.

c. Click Next.
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L - - - - DESTINATIONM SERVER
Active Directory Domain Services Yourserverame
Before You Begin Active Directory Domain Services [AD DS) stores information ab:l.Ut. users, c?mputers_. alr?d other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users.

Server Selection :
! Things to note:
Server Rols

]

* To help ensure that users can still log on to the network in the case of a server ocutage, install a
Features minimum of two domain controllers for a domain.

* AD D5 requires a DNS server to be installed on the network. If you do not have a DNS server

] installed, you will be prompted to install the DNS Server role on this machine.
Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

6. Active Directory Domain Services.
a. Describes AD DS. Please read this to understand the AD DS role.
b. Install a minimum of two domain controllers for your domain to avoid disrupting user logons in
the case of a server outage.
c. AD DS requires a DNS server be installed on the network. If one is not detected, you will be
prompted to install the DNS role on this server.
d. There is also a brief description of Azure Active Directory services, including a hyperlink to
Learn more: https://azure.microsoft.com/en-us/services/active-directory/
e. Click Next.
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DESTINATION SERVER

Confirm installation selections e

| I Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... X

Before You Beqin To install the following rales, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

rver selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

LA
[iE]

Server Role their check boxes.
Features
AD DS NET Framework 3.5 Features

. . NET Framewaork 3.3 (includes NET 2.0 and 3.0)

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools

e . P R T

Export configuration settings
Specify an alternate source path

< Previous MNext = | Install | | Cancel |

7. Confirm installation selections.

a. Checking the option to add .NET framework 3.5 is what causes the warning “Do you need to
specify an alternate source path?” In Server 2016, the actual binaries for .NET framework 3.5 are

not included in the default Windows image. Its feature state is disabled with the payload removed.

i. If your server has access to Windows Update, the installation can complete without the
need to enter an alternate source path.
ii. If Windows Update is not available, the installation files are accessible from the Server
2016 .iso. Mount the .iso files and click the link to “Specify an alternate source path”. In
the window that launches enter the Path: <the drive letter to your .iso>\sources\sxs.
Click OK.
b. There is a checkbox option to Restart the destination server automatically if required. If you do
not check this box, and a restart is required, you will be prompted to do so after the
installation is completed.
c. There is also a link to Export the configuration settings. This can be useful if you manage
NUMerous servers.
d. Click Install.
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DESTIMATION SERVER
Yourservemams

Installation progress
View installation progress

o Feature installation

—_—
Installation started on Yourservername

MET Framework 3.5 Features
MET Framework 3.5 {includes NET 2.0 and 3.0)

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools

Role Administration Tools

AD D5 and AD LD5 Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext > Close Cancel

8. Installation Progress / Results
a. Installation will take several minutes to complete.

b. Progress is displayed.

DESTINATION SERVER
Yourservemams

Installation progress
View installation progress

o Feature installation

Configuration required. Installation succeeded on Yourservername,

Active Directory Domain Services

Additional steps are required to make this machine a domain controller.
“l Promote this server to a domain controller

MET Framework 3.5 Features
.NET Framework 3.5 (includes .MET 2.0 and 3.0)

Group Policy Management
Remote Server Administration Tools
Reole Administration Tools

AD DS and AD LDS Tools
Active Directery module for Windows PowerShell

AD DS Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.
Export configuration settings
revious | | Next > l Cancel
c. When completed, you will be prompted additional steps are required. Click the hyperlink to

- P

Promote this server to a domain controller.
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PROMOTING YOUR SERVER TO A DOMAIN CONTROLLER

Naming Considerations for Your Domain

When considering a name for your internal domain, there are several things to consider:

- Does your organization have or need a public facing (external) domain name?

- Will you be using any cloud based services that sync with your Active Directory?

- Are you utilizing an Exchange server?

When installing an Active Directory server, it is recommended that you create an Internal Domain that is not
the same as your external Domain name. This is used to increase security by separating your internal
systems and functions from your external Domain structure. “Microsoft strongly recommends that you
register a public domain and use subdomains for the internal DNS,”
https://social.technet.microsoft.com/wiki/contents/articles/34981.active-directory-best-practices-for-internal-
domain-and-network-names.aspx.

Let’s discuss DNS, or Domain Name Services. To access webpages on the internet, DNS is used to
translate domain names to ip addresses. TLD (or Top-Level Domains) are used for the public internet, and
a complete list, https://www.icann.org/resources/pages/tlds-2012-02-25-en, is maintained by IANA (Internet
Assigned Numbers Authority). Some examples are, .com, .org, .net, .biz, .gov, .edu, .info, etc.

If you do not already have a domain name registered, prior to setting up your Domain Controller, you will
want to ensure that the domain hame you have chosen is not already being used publically by another
entity. Search websites similar to http://whois.domaintools.com to verify. If the domain name is not owned,
register/purchase the rights to domain name from a reputable registrar like GoDaddy or Network Solutions.
ICANN.org provides an accredited list, https://www.icann.org/registrar-reports/accredited-list.html.

If you do have an external domain name registered to your organization, you could either consider using a
subdomain, ex. subdomain.yourmaindomainname.org, or register your domain name with another TLD
(Top-Level Domain), ex. yourmaindomainname.net, or yourmaindomainname.info, for your internal domain.
If you register your main domain name with another TLD, you’ll want to make sure that it is not already
being used publically by another entity. and then register accordingly.

Do not use .local! mDNS (multicast DNS)/Bonjour, appends .local when performing network searches to
identify nodes on the local subnet without using a IP lookup. Single name host (ex. My-Computer.local)
lookups default to Bonjour. Hosts with 2 or more names (ex. server.01.local) default to using a DNS server.
Additionally, .local is considered a non-unique identifier, and UCC/SAN will no longer issue public trust
certificates for non-TLD names, https://cabforum.org/internal-names/.

If you are loading your server to be the First Domain Controller within the domain configure the Network
Properties primary DNS to point to itself. This should be done just prior to upgrading the server to a
domain controller. When promoting a server to a Domain Controller, the system makes Active Directory
changes during the setup where updating the Primary DNS to its own IP address helps avoid installation
issues.
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The Wizard

If you missed the opportunity to click Promote this server from the Add roles and features wizard after
installing Active Directory, you are prompted to do so from the Notifications Flag in the Server Manager
Dashboard.

Ks Active Directory Domain Services Configuration Wizard — O
- . TARGET SERVER
Deployment Configuration Yourservername

Deployment Configuration

Select the deployment operation
Domain Controller Cptions ) o i
() Add a domain controller to an existing domain

(0 Add a new domain to an existing forest
®) Add a new forest

Specify the domain information for this operation

Root domain name: subdomainyourdomainname.org

More about deployment configurations

1. Deployment Configuration
a. As your first Domain Controller, you will select the option to Add a new forest. Alternatively, you
could choose to add to an existing forest, if this is an additional domain controller.
b. Re-read the page above, Naming Considerations for Your Domain.
c. Once you have determined an internal domain name, enter your Root domain name.
d. The hyperlink, More about deployment configurations, opens the Microsoft AD DS Wizard Page
Descriptions: https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-
installation-and-removal-wizard-page-descriptions#BKMK DepConfigPage
e. Click Next.

Missouri Research and Education Network 22 University of Missouri System

221N. Stadium Blvd., Ste. 201 22 Columbia, MO 65203 22 P:(573)884-7200 2 F:(573)884-6673 22 www.MORE.net 48


https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_DepConfigPage
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_DepConfigPage

MOREnet 2

Be better connected.

[z Active Directory Domain Services Configuration Wizard - O >
. n . TARGET SERVER
Domain Controller Options Yourservername
Deployment Configuration ) .
- = Select functional level of the new forest and root domain
Domain Controller Options
- . Forest functional level: Windows Server 2016 -
DMS Options
Additional Cotions Domain functional level: Windows Server 2016 -
Paths : . _
Specify doemain controller capabilities
Review Options

Domain Mame System (DNS) server
Prerequisites Check | Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: SRR ENERERERENER S

Confirm password: ooooooooooooooovﬂno-| |

More about domain controller options

| < Previous | | MNext = | nsta Cancel

=3
2. Domain Controller Options

a. Select Functional Level. See Definitions section to read more. The default is Windows Server
2016.

**** Once the Domain Functionality Level is selected, you can only increase the level. You cannot decrease

the Domain Functionality Level. *****
b. Specify domain controller capabilities
i. Domain Name System (DNS). This should be installed on all domain controllers, and
is checked by default.
ii. Global Catalog (GC). This is required on the first domain controller in a forest, and all
subsequent DC’s. This option is also checked by default. The Global Catalog allows
domain controllers to process logons.
iii. Read only domain controller (RODC). Introduced in Windows Server 2008, you might
use this option for a remote site or DMZ.
c. Directory Restore Mode (DSRM) Password
i. Make sure to store your DSRM password in a secure location.
ii. The password needs to follow your organizational password policy.
iii. Enter your password.
d. Microsoft also provides a hyperlink for More about domain controller options:
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-
removal-wizard-page-descriptions#BKMK DCOptionsPage
e. We will use the default options on this page.
f. Click Next.
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fiz Active Directory Domain Services Configuration Wizard

— O x

DNS OpflO["]S TARGET SERVER

Yourservername

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare »

Deployment Configuration . ) _
Specify DN5 delegation options

Domain Centroller Options

Create DNS delegation

DNS Options
Additional Options
Paths

More about DNS delegation

< Previous | | Next > nsta
=3
3. DNS Options

DMS Options

A delegation for this DMS server cannot be created because the

l . authoritative parent zone cannot be found or it does not run Windows
D5 server, If you are integrating with an existing DMNS infrastructure,
you should manually create a delegation to this DMNS server in the
parent zone to ensure reliable name resclution from outside the

demain "subdomainyourdemainname.org”, Otherwise, no action is
required.

oK

a. If you click ‘Show more’ within the yellow warning box, another dialogue window opens.
i. Part of this process checks the network for a previously configured DNS authoritative
parent zone, and A Host records that may already exist for this server.

ii. Since this is our first server with DNS, it will be set up with the authoritative parent
zone, and delegation cannot be created.
iii. Click OK, if opened.
b. Specify DNS Delegation options.
i. Leave the “Create DNS Delegation” option, unchecked.

ii. The AD DS Configuration Wizard will create the necessary NS (Name Server) and A
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Host (glue) records.

ii. To learn more about the structure of DNS, click on the More about DNS delegation
hyperlink: https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-
installation-and-removal-wizard-page-descriptions#BKMK_DNSOptionsPage

c. Click Next.
[ Active Directory Domain Services Configuration Wizard — O x
Add_ ) ,\| O _t TARGET SERVER
Ilona p 1ons Yourservername

Deployment Configuration _ ) ) L
’ - Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions

- i The NetBIOS domain name: SUBDOMAIN
DNS Options

Additional Options
Faths

Review Opticns

Frerequisites Chack

More about additional options

| < Previous | | Mext = | Install Cancel

&

4. Additional Options
a. Here we are prompted to verify and enter the NetBIOS name.
b. Microsoft provides a hyperlink to learn More about additional options:
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-
removal-wizard-page-descriptions#BKMK AdditionalOptionsPage. If this were to be an added
domain controller, you would instead be given the option to designate a replication source.
c. Click Next.
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iz Active Directory Domain Services Configuration Wizard

Paths

Deployment Configuration

Domain Controller Options
DNS Options

Additional Options

Review Options

Prereguisites Chack

5. Paths

Specify the location of the AD DS database, log files, and SYSVIOL

Database folder: CAWindows\NTDS
Log files folder. EnLogfiles
SYSVOL folder: FASYSVOL

More about Active Directory paths

| < Previous || Next > |

MOREnNet
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- d >

TARGET SERVER
Yourservername

(RG]

Install Cancel

a. This is the location for the Database, Logfiles and SYSVOL folders.
b. Microsoft provides a hyperlink to learn More about Active Directory paths:
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-

removal-wizard-page-descriptions - BKMK Paths.

c. Best Practice is to designate separate drives for these files.

d. You can browse to the location you would like to use, or type the path.

e. Click Next.
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[ Active Directory Domain Services Configuration Wizard - O *
Re‘-"-e".l“" O _iOmlc TARGET SERVER
v v p - = Yourservername

Danlo nt Configuration Review your selections:

R Configure this server as the first Active Directory domain controller in a new forest.
Domain Controller Options 9 J

DNS Options The new domain name is "subdomainyourdomainname.org”. This is also the name of the new
Additional Options forest.

Faths The MetBIOS name of the domain: SUBDOMAIN

Review Options

Forest Functional Level: Windows Server 2016
Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DMS Server: Yes

These settings can be exported to a Windows PowerShell script to automate

additional installations

Maore about installation options

| < Previous | | Next > | nsta Cancel

6. Review Options
a. Scroll through to verify the installation options you selected.
b. If necessary, go back to make changes by clicking Previous. The hyperlink, More about
installation options, simply discusses that this is the point of the wizard where you can view your
previous selections and still have the opportunity to go back to make changes.

T tm tmp - Notepa
p1C58.tmp - Notepad

File Edit Format View Help

#
# Windows PowerShell script for AD DS Deployment
#

Import-Module ADDSDeployment
Install-ADDSForest ©
-CreateDnsDelegation: $false
-DatabasePath "C:\Windows\NTDS" ~
-DomainMode "WinThreshold™ ~

-DomainName "subdomain.yourdomainname.org”
-DomainNetbiosName “SUBDOMAIN™ ~
-ForestMode "WinThreshold" ~
-InstallDns:$true ~

-LogPath "C:\Windows\Logfiles™ ~
-NoRebootOnCompletion:$false ~

-SyswvolPath "C:\Windows\SYSVOL" ~
-Force:$true

c. Click View script to generate a Powershell Script that launches in Notepad to Save and use to
automate subsequent installations.
d. Click Next.
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[ Active Directory Domain Services Configuration Wizard - O *
. TARGET SERVER
Prerequisites Check S —

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Venifying prerequisites for domain controller ocperation...

A | View results

Prerequisites Check

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Next > Install Cancel

=3
7. Prerequisites Check

a. Verifies all requirements for installing the Domain Controller are met

b. More about prerequisites are available here: https://docs.microsoft.com/en-us/windows-
server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-
descriptions#BKMK PrergCheckPage
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[z Active Directory Domain Services Configuration Wizard — O s
o g on _ TARGET SERVER
Prerequisites Check —
| @ All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show maore »
Deployment Configuration

Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer
DN Options Rerun prerequisites check
Additional Cptions
aths @ View results

1. Windows Server 2016 domain controllers have a default for the security setting named
o "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
Prerequisites Check cryptography algorithms when establishing security channel sessions.

Review Opticns

For more information about this setting, see Knowladge Base article 942564 (http://
gomicrosoft.com/fwlink/?Linkld=104751).

! A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
demain "subdemainyourdomainname.crg”, Otherwise, no action is required,

1, If you click Install, the server automatically reboots at the end of the prometion operation.

More about prerequisites

Mext » | Install | | Cancel |
=

c. If your validation passes, you will receive a green checkmark “All prerequisite checks passed
successfully. Click ‘install’ to begin installation. The Show more link presents the same information
in a separate dialogue window.
d. The following Warnings may be listed:
i. Windows Server 2016 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows Nt4.0” that prevents weaker
cryptography algorithms when establishing security channel sessions.
1) This setting is Disabled by default.
2) Windows NT 4 cannot establish a connection to this server.
3) This setting is preferred. NO Windows NT 4 systems should be on your network.
ii. A Delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should manually create a delegation to the DNS server in
the parent zone to ensure name resolution from outside the domain “<LAN- domain-name-
you-entered-here>". Otherwise no action is required
1) DO NOT create external DNS Delegation for internal zones
2) NO Action is required, DNS will be installed on this server for the domain
e. Click Install.
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f& Active Directory Domain Services Configuration Wizard — O
| t || t TARGET SERVER
nstallation Yourservername
Progress
Starting

» | \iew detailed operation results

. Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/ZLinkld=104751).

Installation

More about installation options

< Previous Mext = Install Cancel

8. Installation
a. The System will install Active Directory and DNS.
b. When completed, the System will RESTART.

You're about to be signed out

The computer is being restarted because Active Directory Domain Services was installed or

removed.

Close

c. Click Close.

Installation Compete.
Congratulations you have created a Windows Server 2016 Active Directory Domain!
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Back to Contents

Section V: Customizing Your Domain Controller

MUST-READ LINKS!

Powershell Modules for Windows 10 and Windows Server 2016
https://technet.microsoft.com/itpro/powershell/windows/index

Microsoft Script Center
http://technet.microsoft.com/en-us/scriptcenter

Features Removed or Deprecated in Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/get-started/deprecated-features

Guidance on Disabling System Services on Windows Server 2016 with Desktop Experience
https://blogs.technet.microsoft.com/secquide/2017/05/29/qguidance-on-disabling-system-services-on-
windows-server-2016-with-desktop-experience/

Best Practices Analyzer for Active Directory Domain Services: Configuration
https://technet.microsoft.com/en-us/library/dd391912(v=ws.10).aspx

BGinfo
https://docs.microsoft.com/en-us/sysinternals/downloads/bginfo

ADMINISTRATOR ACCOUNTS

After your Domain Controller restarts,
you are prompted to log in with a
Domain Administrator Account.

SUBDOMAIN\Administrator
T
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File Action View Help
| |48 XKEd= HE 3aETAER
= 1 Active Directory Users and Com|| pame TyRE. Description
i Savediluenss (:-: 5 Administrator User Built-in account for ad... ___:>
w 3 subdomazinyourdomainnarn
' Builtin f Embers n this group c..
= . t %C:rtpubli:hers - T o
ornputers
= Dcmsm Ceritiollers %Cloneableoomain Controllers
| ForeignSecurityPrincipal 8*:DEFE_U|mCCDth X Remote contral Remots Desktop Services Profils COM-+
| Manoged Service Accour QZDEHIEd P‘_OJC Password Replic... Gieneral Addess Acocourt Frofie Telephones Drganization
| Users £ Dn=dmin: Member Cf Digln Environment Sessicns
% DnsUpdateP roxy
H2 Domain Admins Member of:
8 Domain Computers Name Active Directory Domain Services Folder
% Domain Centrollers Adminigirators subdomain yourdomainnams.org/Bultin
% Domain Guests Domain Admins subdomain yourdomainname .org/Users
% Doemain Users Domain Users subdomain yourdomainname.org/Ussrs
58 Enterprize Admins Enterprise Admins  subdomain yourdomainname .org// Users
$ Enterprise Key Admins Group Policy Cre.. subdomaln.‘,'Duruomalnnarne.orgf:Jsers
3 o 4 : f
;E Enterprise Read-only Domain .. Schema Admins subdomain yourdorrainname .org/Users
EE Group Policy Creator Qwners
Eg Guest
H2 Key Admins
EE, Protected Users Add... Bemove
EERAS and |48 Servers
% Read-only Domein Controllers Prifiaty xyotp: Domairi Lser
%Sche‘na Admins ] -
2 2 There is ro need to change Frimary group unless

QK

you have Mazimosh clients or POS1K-compliant
applications.

Cancel Bl Halp

During the Active Directory installation, the original Built-in Administrator account is added to the Built-in
Administrators Security Group and Domain Admins Security Group. You can now log in with the password

you created during installation. You may be prompted to change the password.

If so, create a strong

password, that follows your organizational password policy for administrators.

Every time you log into the server, Server Manager will launch at startup, unless you disable it.
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Create a New Administrator Account
1. Open Active Directory Users and Computers from the Server Manager Tools Menu.

] Active Directery Users and Computers
File Action View Help
e 2FE /B XEBo= HE L aETa%

: Active Directory Users and Com|| Mame Type Description

: Sazzd QU?”ES 4 . E.;Defaultf-\ccnunt User A user account m
v o S_L.I BD::_EIH'WW emainnar E‘EDenied RODC Pa.. Security Group.. Members in this ¢
: Cilrnl;uters E‘EDnsAdmins Security Group... DNS Administratc

EEDHSUpdaterxy Security Group... DNS clients who &
%Domain Admins  Security Group... Designated admir
EEDDmain Comput... Security Group... All workstations a
EEDDmain Contrell..  Security Group... All domain contre

2| Domain Controllers

~| ForeignSecurityPrincipals
~| Managed Service Accour

| Users
Delegate Control... Guests Security Group... All demain guests
Find Users Security Group...  All domain users
e fidmine Securib Groun Necianated admir
MNew » Computer
All Tasks » Contact
View : Group
InetOrgPerson
Refresh

msDS-KeyCredential

Export List... msDS-ResourcePropertyList
perty
Properties msDS-ShadowPrincipalContainer
Help mslmaging-P5Ps
< > ” Iy v MSMQ Queue Alias

Printer

Creates a new item in this container,

2. Right-click on the Users Container, hover your cursor over New and select User.
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Mew Object - User X MNew Object - User *
';_i Createin:  subdomain yourdomainname .org/Users ';_i Create in:  subdomain yourdomainname org,/Users
< ]
First name: [ane] | e [ Password: [T |
Last name: |Crlizen | Confirm password: |.....o..oooo...... |
Full name: |Jane Citizen | [] User must change password at next logon

User logon name: User cannot change password

|iE"'IC'rt | @subdomain yourdomainname.o ~ Password never expires

[] Accourt is disabled

User logon name (pre-Windows 2000):
|SUBDOMNN\ | |ianc'rt

< Back Cancel < Back Cancel

3. Enter the First name, Last name, and User logon name. Follow the naming convention designated by
your Technology Policy.

4. Click Next.

5. Enter a strong password, following your organizational password policy for administrators.

6. Check the boxes User cannot change password, and Password never expires.

7. Click Next.

Mew Object - User >

.; Create in:  subdomain yourdomainname org/Users

i

When you click Finish, the following object wil be created:

Full name: Jane Citizen
User logon name: jancit @subdomain yourdomainname .ong

The user cannot change the password.
The password never expires.

< Back Terar

8. Review the summary.
9. Click Finish.
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Add Your New Administrator Account to the Built-In Administrators Security Group
1. Open Active Directory Users and Computers from the Server Manager Tools Menu.

2. Click on the Builtin Container on the left.

File Action View Help

. -
e an@m FOIXE L= LT 2R
= ] Active Directory Users and Computers [Yourse | Name Type
. Sa\:dd Qu.erles J . %Access Control Assistance Operat...  Security Group...
v = i Eo.r:.aln.your emainname.org EgAccount Operators Security Group...
= Cl:mlf:uters %Administrators @ Security Group...
:_. Domain Controllers EBBackup Operators Security Group...
= ForeignSecurityPrincipals EBCertificate Service DCOM Access Security Group...
: Managed Service Accounts EBCr)rptographic Operatars Security Group..
| Users EBDistributed COM Users Security Group...
EB Event Log Readers Security Group...
EBGuests Security Group..
EEHyper-VAdministrators Security Group...
H2 11s_usks Security Group...
i, e -
Select this object type:
|User5. Service Accounts, Groups, Buitt4n security principals, or Cther o| Object Types...
From this location:
|subdomain.‘,ruundomainname.org | Locations...
Enterthe object names to select (examples): @
Jane Citizen (ancit@subdomain yourdomainname.org) Checlc Nami E
i
O F
Advanced... QK Cancel i

‘ ‘ STy S T e S R

EB Systemn Managed Accounts Group  Security Group..

p
p
p
p
B
p
p
f

General Memb@mberd Managed By

Members:

MName Active Directory Domain Services Folder
?_; Administrator subdomain yourdomainname ong/Lsers
3& Domain Admins  subdomain yourdomainname ong/Lsers
3:3; Entemprise Ad... subdomain yourdomainname ong/Users

D
Y

Remaove

©

0K Cancel
STV I LT Yo T
Servers in this group can...
Servers in this group ena..,
Members in this group a...
Members of this group ...
Suppaorts file replication ..
Members can administe...
Members of this group ...
Members of this group ...

Apply

3. In the right-hand pane, double-click on the Administrators Security Group to open the Properties.

a. Click on the Members tab.
b. Click Add...

c. Type a portion of the username in the Object names to select box.

d. Click Check Names, and if the name is found, it will auto complete in the Object names box.

e. Click OK in the Select Users box.
f. Click OK in the Administrators Properties box.
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Secure the Built-in Administrator Account
Now that you have created a new user account that is assigned to the Domain-level Builtin Administrators
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Security Group, sign out and log back in with your new domain account.

Consider renaming the Built-in Administrator account. One suggestion would be to use a similar naming
convention (yet an uncommon hame) as your other user accounts.

1. Open Active Directory Users and Computers from the Tools Menu.
2. Click on the Users Container on the left.
3. In the right-hand pane, double-click on the Administrator user account.

Member Of Dial4n Environment

Remote control
-\Address Account Profile

\4)
 Administrator
'-~;_3

Remote Desktop Services Profile
Telephones

Sessions

COM=

COrganization

First name: |‘U’eronica . | Initials: I:I
Last name: |Smith — @ /:' |
Display name: |Veronica Smith |
Description: |EuiIHn account for administering the computer/domz
Office: | |

Telephone number: | Cther...
E-mail: |
Web page: | Cther...
I/_ _‘\I
b |
oK Cancel Apphp-_+

Member Of Dial-n Environment
Remate control Remate Deskiop Services Profile

General Addres;.— Profile Telephones
[ 5] N

User logon name: “__~ ______'.\a !

|versn1i —~— |_T.

i

User logon name (pre-Windows 2000): Il.

Sessions
COM=
Organization

|SUBDOMAIN"-. | |versmi

Logon Hours... Log On To...

[ Unlock account

Account options:

[] User must change password at next logon
User cannot change password

Password never expires

[ Store password using reversible encryption

Azcount expires

(®) Never

End of: | Thursday . Movember 2, 2017

P

f/ b l:
ok~ Cancal Apply

4. This will open the General tab of the Administrator Properties.
a. Enter the First name, Last name and Display Name.

b. Click Apply.
5. Click on the Account Tab.

Help

a. Update the User logon name, and the right-side User logon name (pre-Windows 2000) field.

b. Click OK.
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6. Open Active Directory Users and Computers.

] Active Directory Users and Computers — O X
File  Action

e’ aFE /8 XEB A2 HEI aETE%

View Help

: Active Directory Users and Com|| Mame Type Description ~
J Saved Qulenes . )"«dmlnlrtrator =
v 4 subdomainyourdomainnam :%Allowed RO Copy... lic group ¢
| Builti
j CL“ " " H2 Cert Publish... Addto a group... s group ...
omputers
o= " 82 Cloneable D... Disable Account lis group t..
2| Domain Controllers &
| ForeignSecurityPrincipals .wDefalultAcco... Reset Password... tlmanage...
| Managed Service Accour %Demed ROD... Move... 15 group c..
- DnsAdmins rators Gro...
| Users Open Home Page
:%DnsUpdateP... ) 10 are per...
:%Domain Ad... Eemdial ministrato...
:%Domain Co... All Tasks 3 15 and ser..
%Domain Con.., ntrellers i..
:%Domain Gue,. Cut ests
H2 Domain Users Delete =rs
:%Enterprise A Rename ministrato...
:%Enterprise K. . iis group ..
:% Enterprise R... Rnpals i group ..
%Group Pelic.. Help 115 group cu.
&Guest User Built-in account for gue..
E;Jane Citizen  User
:%Keyﬁdmins Security Group...  Members of this group ...
s > || #2 protected Us... Security Group... Members of this aroup ... s

Renames the current selection.
7. Right-click on the Administrator user, and select Rename.

a. Type in the First name and last name of the Username you want to use.
b. Press Enter.

d Computers - O b

File Action View Help

o 2E 8 XEEE HR| 2 aaTE%

] Active Directory Users and Com|| pame Type Description ~
" f Saved Qu.eri e . ; .:Er Built-in account for ad...
v _S}.Jhdorn_aln.yourdomamnarr %Allowed RO... Security Group... Members in this group c...
AEER{S i 82, Cert Publish| - e
. Comp.uters 42 Cloneable D ™" 2
Domain Controllers I
| ForeignSecurityPrincipal] g"l Defa.ultAcchi Full name: |‘uferonica Smith |
» || Managed Service Accour %Demed ROD
| Users % DnsAdmins | Figt rame: |‘u’emnica |
42 DnsUpdateP|
%Domainnd.é Last name: |Smith |
% Doma?n Lo Display name: |\.|"eronica Smith |
&g Daomain Con
M2 Domain Gue
% Domain Usei User logon name:
% Enterprise Al |\rersrni | =
% Enterpn—se K' User logon name {pre-Windows 2000}
2, Enterpuseit] [SUBDOMAINY | [versm
%Group Polic,
E!; Guest [ =
&Jane Citizen | OK | | Cancel
%Ke}rﬁ\dminsi O e L L e e
< > || M protected Us... Security Group... Members of this group ... ¥

c. The Rename User window will appear to confirm the User logon hame, and allow you to make
any additional changes. Click OK.
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NOTE: Even though you have changed the Administrator name and logon name, the User profile will

continue to be labeled as Administrator (C:\Users\Administrator).
8. Right-click on the Built-in Administrator account, and then select Properties. Now we will enable the

Account is sensitive and cannot be delegated flag, and disable the account.

a. Click on the Account Tab.
b. In the Account options section, make sure the following boxes are checked:

i. Password never expires
ii. Account is disabled
iii. Account is sensitive and cannot be delegated.

c. Click OK.

Double-check Active Directory Users & Computers to verify that the account is Disabled. :
The user icon should have a down arrow next to it:

For additional options to secure the Built-in Administrator account using Group Policy, visit
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-d--

securing-built-in-administrator-accounts-in-active-directory
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ADDRESSING ERRORS

Let’s go back to Server Manager and take a look at the Dashboard. You have completed the installation of
one Active Directory and DNS server for your domain.

Manage Tools

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Compaonent Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup
[ ons |

Event Viewer

| Group Policy Management |
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
QDBC Data Sources (32-bit)
QDBC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup

Notice your Tools Menu has expanded to include the Active Directory Management modules, ADSI Edit,
DNS & Group Policy Management.
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— WELCOME TO SERVER MANAGER
IE= Dashboard

B Local Server

(1 All Servers o - T e
AT AD DS w — Al S e

£
gy DNS

w‘——-—._._ " 3 Add other se o manage

EE File 2nd Storage Services b

WEATSNER i : b=
Hidz
LEARN MORE
ROLES AND SERVER GROUPS
Foesd | SemeppeespE | Serverstotdhl e
.. - = = File and Storage -
ADDS 1 & DNS 1 L . 1 § Local Server 1 E& AllServers 1
EIViCES
([ wanageztiity (@ wanagezhiity \ (1) wanagezniity @ Managezhiity (1) Manageaniity
Evarts Bvanits Events Events Events
Services Services Services H Services H Services
Performance Performance Performance Periormance " Porarmance
A4 rests ) 'P;y P4 resuits BFA resuts BiPA resuits
TS Bl ==

The new Roles have also been added to the Dashboard. Each item listed in the boxes under the Roles and
Server Groups are links. From the Dashboard, you can quickly access Manageability, Events, Services,

Performance and BPA results, grouped by Roles.

Now we will verify that everything is working properly.

Notice the 2 RED boxes under Roles and Server Groups. This indicates that there are Warnings or Errors.

Click on Services under Local Server.
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& Local Server - Services Detail View — a >
Services Hide Alert Criteria '_\J'
Start types | Multiple H Service status H
Services All H Servers All H
Server r'.aA'ne Display Name Service Name Status Start Type
YOURSERVERNAME Downloaded Maps Manager MapsBroker Stopped Automatic (Delayed Start)
YOURSERVERNAME Sync Host_119796 CneSyncSve 119796 Stopped  Automatic (Delayed Start)
| Go To Local Server | | CK | | Cancel |

&
Two Services are listed as being Stopped with an Automatic (Delayed Start): Downloaded Maps Manager
and Sync Host_119796. Eventually, the OneSyncSvc_119796 Stopped Service Notification will resolve
without any further action and will no longer be listed.

The MapsBroker Service can be disabled. This is not needed on a Server. To disable this Service:
1. Open the Tools menu from the Server Manager Dashboard.

2. Click on Services.
3. Scroll down to Downloaded Maps Manager, and double-click on it.

4. This opens the Downloaded Maps Manager Properties. Change the dropdown menu for Startup type to:

Disabled.
5. Click OK.

If you find that at a later time, you need this Service to be enabled, you can follow the same procedure, but
at step #4, change the dropdown menu option to Automatic or Automatic (Delayed Start).
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Event Viewer (Local)

Overview and Summary Last refreshed: 9/15/2017 11:27:47 PM
Te view events that have occurred en your computer, select the appropriate source, log or custom view node in the console tree. The Administrative Events custom view
centains all the administrative events, regardless of source, An aggregate view of all the legs is shown below,

| Summary of Administrative Events -
Event Type EventID  Source Log Last hour 24 hours 7 days 2
B Error - - - 3 56 109
34 Time-Service System 0 0 1
69 AppMedel-Runtime Microsoft-Windows-AppMedel-Runtime/Admin 0 14 14
304 User Device Registration Microsoft-Windows-User Device Registration/Admin 0 5 5
User Device Registration Microsoft-Windows-User Device Registration/Admin 5
B66 PrintService Microsoft-Windows-PrintService/Admin 0 4 12
1002 ThinPrint AuteConnect ThinPrint Diagnostics ] 3 3
1008 Perflib Application ] 1 3
1202 ADWS Active Directory Web Services 0 2 5
1202 DFSR DF5 Replication 0 2
7023 Service Control Manager System 0 4 20
8198 Security-5PP Application 0 0 5
10016 Distributed COM System 3 16 27
Warning - - 0 19 136
Information 19 819 2,914 v
| Recently Viewed MNodes - |
| Log Summary - |
Log Mame Size (Curr..  Modified Enabled Retention Policy 2
Active Directory Web Ser.. 68 KB/1.0.,  9/15/2017 11:11:40 AM Enabled Overwrite events as necessary (oldest events first)
Application 107 MB/Z.. 91572017 11:11:24 AM Enabled Overwrite events as necessary (oldest events first)
DFS Replication B8 KB/14....  9/15/2017 11:11:39 AM Enabled Owverwrite events as necessary (oldest events first)
Directory Service B8 KB/1.0..  9/15/2017 11:11:24 AM Enabled Owverwrite events as necessary (oldest events first)
DMS Server 68 KB/100... 9/15/2017 11:11:40 AM Enabled Overwrite events as necessary (oldest events first)
Hardware Events 68 KB/20 ...  5/23/2017 10:03:44 AM Enabled Owverwrite events as necessarv (oldest events first

To look for other errors you may need to address, from the Server Manager, open the Tools Menu and click
on Event Viewer. The Event Viewer will launch displaying the Overview and Summary, which includes a
Summary of Administrative Events, Recently Viewed Nodes, and the Log Summary.

Under the Summary of Administrative Events each Event Type can be expanded. Expand the Error
section. Double-click an error you would like to review to get more information.

Sometimes, you will see Errors or Warnings that end up being resolved in a subsequent logged event. This
can commonly occur after a restart, if the services do not start in the correct order.
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g Event Viewer
File Action View Help
s a5 HE

@ Event Viewer (Local) DFS Replication Number of events: 58
v | ? Custom Views

w Bl Servar Roles Level Date and Time Source EventID Task Category =
I Active Directory Domain Service ':i) Information 9/15/2017 11:15:51 AM DFSR 1210 MNone
T DNS Server '.':) Information G/15/2017 11:15:46 AM DFSR 1206 MNone
‘I Remote Desktop Services 'ﬂ'Error 9/15/2017 1110046 AM DFSR 1202 MNone
I Administrative Events G) Information 9/15/2017 11:10:45 AM DFSR 6102 Mone
7 Summary page events (i) Information 9/15/2017 11:10:40 AM DFSR 1314 None
v L Windows Logs (i) Information 9/15/2017 11:10:40 AM DFSR 1004 None
| Application (i) Information 9/15/2017 11:10:39 AM DFSR 1002 None
|+ Security D e - AL A0S A4 04 44 Akt P P PP =
[] setup Event 1210, DFSR x
[+] System
[ | Forwarded Events General Details
v LY Applications and Services Logs
[+] Active Directory Web Services The DFS Replication service successfully set up an RPC listener for incoming replication requests,

[+ | DFS Replication
|+ | Directory Service
[+] DNS Server
[ Hardware Events
[+] Internet Explorer
|+ ] Key Management Service
w | Microsoft
| AppV
|| User Experience Virtualization
| Windows
{+] ThinPrint Diagnostics
[ | Windows PowerShell
1.}y Subscriptions

In which case, you will want to review not only the Errors Summary, but take a look at the complete event
log for the specific Application or Service using the Console Tree on the left side of the window.

Additional Infarmation:
Port: 0

If you have unresolved errors, clear the logs and let the server sit for 24 hours and then revisit the logs. If
the same error occurs after the 24-hour mark then these will need to be researched to ensure your domain
is healthy. Unresolved errors can be researched online using Google or Microsoft's website to find
resolutions.
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Troubleshooting Tools

Top Support Solutions for Windows Server 2016:
https://docs.microsoft.com/en-us/windows-server/troubleshoot/windows-server-support-solutions

Microsoft offers several Free Tools for troubleshooting:
DCDiag: http://technet.microsoft.com/en-us/library/cc731968.aspx

ADSIEdit; https://technet.microsoft.com/en-us/library/cc773354(v=ws.10).aspx

DSACLS, Directory Services Access Control Lists Utility: https://technet.microsoft.com/en-
us/library/cc771151(v=ws.11).aspx

DFSUTIL, Distributed File System Utility: https://technet.microsoft.com/en-us/library/cc962134.aspx

DNSCMD, DNS Server Troubleshooting Tool: https://technet.microsoft.com/en-
us/library/dd197560(v=ws.10).aspx

REPADMIN, Replication Diagnostics Tool: https://technet.microsoft.com/en-
us/library/cc770963(v=ws.11).aspx

NETDOM, Windows Domain Manager: https://technet.microsoft.com/en-us/library/cc772217(v=ws.11).aspx

Windows Sysinternals
https://docs.microsoft.com/en-us/sysinternals/

Project Honolulu
https://blogs.technet.microsoft.com/servermanagement/2017/09/22/project-honolulu-technical-preview-now-
available/

Additional Free Active Directory Tools from ManageEngine:
https://www.manageengine.com/products/free-windows-active-directory-tools/free-active-directory-tools-
index.html
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DNS SERVER CONFIGURATION

Definitions

Domain Name System — The decentralized, hierarchical, rule-based, database system of mapping and
translating domain hames, using records, predominantly to ip addresses (hosts). This system enables
computer users to more easily access network resources like the internet and email, by remembering words
rather than numbers. Initially, the Domain Name System concepts were developed to support ARPANET
email communications.

Domain Name — Using the rules and procedures defined by the Domain Name System, the Domain Name
is the portion of a url (uniform resource locator) or network address that classifies the ownership of
resources being accessed.

Authoritative — Defined as the trusted primary source for the DNS records in a zone owned by an
organization or entity.

Fully Qualified Domain Name (FQDN) — The absolute domain name for domain resource, specified by a
trailing dot. Ex. www.domainname.com[.]

Zone(s) — A database logically dividing or compiling the records administered for a domain name. A domain
name can have one or more zones.

Host(s) — The unique network devices providing the services included in the zone for a domain name.

Records — An standardized list of permissible resource labels to define the services available for a domain
name zone.

Common Record Types:

Start of Authority (SOA) — A record that contains the primary details about the management of a
domain name. It will list the primary name server, the zone administrator’'s email address, the serial
number, and zone refresh timers (TTL). The domain name registrar maintains this information.

A/ AAAA — Resource record used to correlate a subdomain name to an ip address.

CNAME - This is another term for Alias. This record is going to be a subdomain within the same
zone or another domain name that has a corresponding A record backed by a network device configured to
respond to requests for that domain name. CNAME records will not be an ip address.

MX — Email resource records. This record will be a subdomain with the same zone or another
domain name, with a corresponding A record backed by an email server or network device that processes
email (ex. Spam filter). MX records will not be an ip address.

Name Server (NS) — These are the authoritative servers containing the primary zone information for
a domain name.

Time to Live (TTL) — The amount of time configure with each record in a zone that designates when
the record expires, and the DNS requester should check the zone again for changes.

TXT — Text records contains machine-readable data. Used for SPF, DKIM, DMARC, etc.

Service Locator (SRV) — Contain hostname and port number details for the servers supporting
specific services. Can be used in place protocol specific records, like MX.

PTR — Reverse Record. It is a map for the ip address back to the name, written as last octect first,
ex. 1.0.168.192.in-addr.arpa. IN PTR dnsl.example.org. The ISP where the network device is hosted,
maintains this record type..

Missouri Research and Education Network 22 University of Missouri System

221N. Stadium Blvd., Ste. 201 22 Columbia, MO 65203 22 P:(573)884-7200 2 F:(573)884-6673 22 www.MORE.net /1



MOREnet X

Be better connected.

Top-Level Domain — Managed by ICANN (Internet Corporation for Assigned Names and Numbers), TLDs
are at the highest level of DNS, forming the root zones. Also referred to as first-level domain names.
Examples of TLDs are .com, .org, .net, .edu, .gov, .mil, .us...etcetera.

Top-Level Domain Name Servers — 13 root server clusters regulate the TLD root zones. These servers are
authoritative for the TLDs.

Subdomain — The named portion of a domain nhame that distinguishes one resource from another utilized
within a domain, allowing servers at differing ip addresses to perform services for the same domain. EX.
www.domainname.com: .com = TLD (first-level domain), domainname.com = Second-level domain,
www.domainname.com = Subdomain (Third-level domain)

Domain-Level Name Servers — Are the servers that have the authoritative records for a domain, or can offer
referrals (iterative name queries) to another source.

Resolving Name Server — These are the ip addresses of DNS servers configured to perform recursive
lookups for a client to resolve DNS requests. There are free public DNS servers available from vendors like
Google and OpenDNS, or your ISP could provide them. These settings are configured in your network card
properties as static or dynamic. If they are dynamic, a network configuration defines the client settings.
Another device on your network, like a server or firewall, provides these services.

Forwarder(s) — A list of ip addresses of other resolving name servers outside of your network, configured in
your internal DNS server, to send DNS queries for any domain hames not resolvable by its cache.

Conditional Forwarder — An ip address or list of ip addresses configured in your internal DNS server to
resolve queries for a specific domain name. These would be the Authoritative or Domain-Level Name
servers for a domain name.
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Must-Read Links!

Educause Whois
http://whois.educause.net

MX Toolbox Network Tools
https://mxtoolbox.com/NetworkTools.aspx

DNSStuff
https://www.dnsstuff.com

Server 2016 DNS Policies Overview
https://docs.microsoft.com/en-us/windows-server/networking/dns/deploy/dns-policies-overview

What's New in DNS Server in Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/networking/dns/what-s-new-in-dns-
server?f=255&MSPPError=-2147217396

Implement Domain Name System (sample chapter from Networking with Windows Server 2016)
https://www.microsoftpressstore.com/articles/article.aspx?p=2756482

Best Practices Analyzer for Domain Name System: Configuration (as related to Windows Server 2008 R2,
Windows Server 2012)
https://technet.microsoft.com/en-us/library/dd391879(v=ws.10).aspx

DNS: Installing and Configuring Servers (as related to Windows Server 2008 R2)
https://technet.microsoft.com/en-us/library/cc755183(v=ws.11).aspx

Optimizing your network to keep your DNS squeaky clean
https://blogs.technet.microsoft.com/networking/2009/02/09/optimizing-your-network-to-keep-your-dns-
squeaky-clean/

Troubleshoot DNS Problems Related to Active Directory
https://technet.microsoft.com/en-us/library/cc526683.aspx
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Navigating DNS Server Properties

1. Open the DNS (Manager) Console from the Server Manager Tools Menu.
é DMS Manager
File Action View Help

S _DMS MName
¥ i Wm’:’jﬁ“m ﬂFuM&rd Lookup Zones
> MR Farwaid Laokng Zohas ﬂﬂwme Lookup Zones
5 || Reverse Lookup Zones ﬁTrustPoints
Trust Points
> & i : mCundHinml Forwarders
» || Conditional Forwarders |'_"r]9~ SR
-] o n
I;_E]anardem

2. If the > doesn’t appear, click on your server name. Then click the > beside your server name to expand
the console tree.

a. Forward Lookup Zones

b. Reverse Lookup Zones

c. Trust Points

d. Conditional Forwarders

3. Right-click on your server name, and select Properties
from the context menu. You can also access this option
with your server name selected using the Action menu.
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Interfaces Tab

Debug Logging
Interfaces

Event Logaing
Forwarders

Manitaring
Advanced

Securty
Root Hints

Select the IP addresses that will serve DNS requests. The server can listen
for DMS queries on all IP addresses defined for this computer, or you can
limit it to selected IF addresses.

Listen on:

(®) Al IP addresses

() Only the following IP addresses:
IP address:

fe8D:d0e5:e979:2bb8:b e
192.168.50.204

oK Cancsl Appaly Help

Forwarders Tab

Event Logging
Forwarders

Debug Logging Security

Root Hints

Monitoring

Interfaces Advanced

Forwarders are DNS servers that this server can use to resolve DNS
queries for records that this server cannot resolve.

IF Address Server FQDN
150.199.101.8 current-bh coreserv more net
150.199.1.10 chariton.coresery . mare net

Use roct hints if no forwarders are available Edit...

Note: f conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree

oK Cancel Apply Help
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o This tab allows you to designate which IP
addresses are used to listen for DNS queries, TCP &
UDP port 53.

o The options are All IP Addresses defined
(default) or Only the following IP addresses.

o You can see which IP’s are bound to this DNS
server.

o There have been issues with removing IPv6
from the DNS server.

o Services such as Exchange will require that you
have IPv6 enabled or they will not work properly.

o This tab initially displays the static IP’s listed for
DNS in your network interface card properties.
o Your DNS server is not authoritative for, nor can

have cached, all of the website requests from the
workstations in your domain. These queries will be sent
to and resolved by the IP’s in the Forwarders tab.

o Click Edit to add or remove IP’s.

o You can add as many ip addresses as you
require, or none at all.

o Use root hints if no forwarders are available

checkbox; we will leave this checked. If the Forwarders
fail to resolve any DNS requests, your DNS server will
send the queries to the servers listed in the Root Hints
tab.

o When using the MOREnNet DNS servers, use at
least 2 different servers assigned to your region. The IP’s
are available here: https://www.more.net/services/black-
hole-dns. Click on Pricing for our Unfiltered DNS IP’s. If
MOREnet is your ISP, you can elect to use our
BlackHole DNS service. Click on Eligibility for our

BlackHole DNS IP’s. To optimize use of that service, the Blackhole IP’s should be at the top of the

Forwarders list.
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Advanced Tab
o Server version Number: Shows the current
Debug Logging Event Logaing Maonitoring Securty version of DNS installed.
Interfaces Forwarders Advanced Root Hints

Server version number:

10.0 14353 (3333

Server options;

([ Disable recursion (also dizables forwarders)
| |Enable BIND secondaries

|_|Fail on load f bad zone data

[w|Enable round robin

[w|Enable netmask orderng

|w|Secure cache against pollution

Name checking: Multibyte {(UTFS) W

Load zone data on startup; From Active Directory and registry

[] Enable automatic scavenging of stale records

daye

Reset ta Default
0K Cancel Apply Help

o Server options:
= Disable recursion: this allows for addresses to be forwarded to external DNS servers
= BIND Secondary’s: Optimizes the Zone transfer speed, Windows 2012 uses compression and
submits multiple records in a packet, older BIND servers are incompatible, only check this if
performing zone transfers to BIND server prior to vs. 4.9.4
= Fail on load if bad zone data: Windows will continue to load the zone file if it detects errors;
errors will be logged. Check if you want to stop loading the zone if errors are detected
= Enable round robin: By default, DNS will rotate and re-order a list of Host records if a host is
related to multiple IP addresses
= Enable netmask ordering: If a zone has multiple Host records that map to multiple IP addresses
the server checks the IP addresses of the records of the client and if one of the addresses is in
the same subnet as the client it will set that address first in the list
= Secure cache against pollution: The server will not add unrelated resource records added in a
referral from another DNS server
= Name Checking: Originally DNS could only support alphanumeric and hyphens; this causes
issues with international character sets. By default Windows uses UTF8 (Unicode), which allows
for the broadest and least restrictive character support. If necessary you can change this setting
to RFC Strict to limit names to the standard format.
o Load Zone data on startup: You can load the zones from Active Directory, Registry or a BIND file.
Loading from a BIND file allows you to duplicate a BIND server.
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o Enable automatic scavenging of stale records: Stale records typically are those that no longer point
to a host on the network. Enabling this feature will look at the timestamps and other properties. DDNS
records will be automatically checked as will manual entries if a timestamp is added.

o Reset to default: Reset all Advanced settings to default values

Root Hints Tab

Debug Logging
Interfaces

Manitoring Security

Root Hints

Root hints resolve queries for zanes that do not exist on the local DNS
server, They ame only used if forwarders are not corfigured or fail to

respond,

MName servers;

f.root-servers nat.
g root-servers.net
h root-servers net
<

Add...

OK

Server Fully Qualfied Domain Name (FQDN)

a.root-servers.net,
b root-servers net.
c.root-servers.net.
d root-servers. nat,
e.root-servers net,

IP Address ]
[2001:503bale::2
[2001:500:200::b]
[2001:500:2::c]
[2001:500:24 :d]
[20071:500:a8: &]
[2001:500:% 1]
[2001:500:12::d0d
[2001:500:1::53] W
>

Copy fram Server

Apply Help

o The Root Hints tab contains a list of the names
and addresses of the 13 internet root servers.
o If your local DNS server cannot resolve the DNS

guery, and Forwarders fail to respond or are not
configured, the query is sent to one of the root DNS
servers. The root server will initiate a query/referral
process until your DNS server finds the authoritative
host that can resolve the domain name request. Read
more: https://www.iana.org/domains/root/servers,
http://www.root-servers.org/

o You can add or remove entries within this list, if
necessary.
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Debug Logging Tab

Root Hints
Security

Advanced

Meonitoring

Interffaces Forwarders

Debug Logging Evert Logging

To assist with debugging, you can record the packets sent and received by
the DMS serverto a log file. Debug logging is disabled by default.

[[] Log packets for debugging

|.-I._|I_.;|.-.|||'|c_| lart LIDP |t &l
Incoming Ieas! ane TCP Ieazl one
Packet cantent f |

Log unmatched incoming rasponse packets

Quenes/ Transfers

Updatas

Netfications

Details

Filter packets by IP addrass Filta

Log file

0K Canecal Apply Help

Event Logging Tab

YOURSERVERMAME Properties [ X

Root Hints
Security

Advanced
Manitoring

Forwarders
Event Logging

Interfaces
Debug Loaging
The DMS event log maintains a record of emors, wamings, and other events

encountered by the DNS server. You can use this irfformation to analyze
server pefomance.

Log the following events:
() No events

() Erors only

() Errore and wamings
(®) All everts

Cancel Apply Help
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o  Settings on this screen will allow you to setup
packet-level logging to help troubleshoot DNS issues.
o ltis disabled by default.

o  To enable Debug Logging, check the box to Log
packets for debugging.

o  Enabling this feature may affect the performance
and service delivery of your DNS server.

o  Select the level of events you want the DNS
server to write to the Windows Event Logs.

o  Toenable Enhanced DNS logging and
diagnostics, follow the procedures here,
https://technet.microsoft.com/en-
us/library/dn800669(v=ws.11).aspx#en. The Audit
events are enabled by default; however, the Analytic
events are not.
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Monitoring Tab

1 IBCERWERN

Irterfaces
Debug Logging

Farwarders
Event Logging

Root Hints
Securty

Advanced
Monitoring

To verify the corfiguration of the server, you can perform manual or
automatic testing.

Select a test type:

[] A simple query against this DNS server
[_] A recursive query to other DNS servers

To pedomm the test immediately, click Test Now. Tent Now
Perform automatic testing at the following interval
Test interval: I mirtes
Test results:
Date Time Simple Query  Recursive Q..
0K | Cancel Apply | Help
Security Tab
Interfaces Forwarders Advanced Root Hints
Debug Logging Event Logging Manitoring Security
Group or user names:
SR SELF ~
ER SYSTEM
SR DnsAdmins (SUBDOMAIN'\DnsAdmins}
A& Domain Admins (SUBDOMAINYDomain Admins)
AR Erterprise Admins (SUBDOMAIN'Erterprise Admins)
B2 Key Admins (SUBDOMAIN'Key Admins) e
Add.. | Remove
Pemmissions for Domain Admins Deny
Full contral f
Read
Wite

Create all chid objects
Delete all child objects

| RIRIKIKIEL %
Hinimin{n

Far spacial pamissions or advanced settings, click

Advanced, ficRd

0K | Cancel Apply Help

MOREnNet
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o Used when you need to verify that your DNS is
configured properly to respond to requests. Read
more, https://technet.microsoft.com/en-
us/library/dd673658.aspx (referencing Windows Server
2008).

http://www.tech-fag.com/monitoring-and-
troubleshooting-dns.html

o Allows the Domain Administrator to define who
has rights to manage this zone. Click Advanced for
numerous granular permissions options.

This concludes the review of settings for the DNS
Server Properties. You will also need to verify the
settings for each Zone that you have setup.
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Navigating Forward Lookup Zones

Using a web browser initiates a series of queries and responses from host to host, until the webpage loads.
In all cases, there needs to be an authoritative server defined as the primary source for the domain name
records. If there is no local Domain DNS server available, the workstation’s query would first be processed
by its local hosts file. If unresolved, the query would then go to the ip addresses listed in the DNS section of
the network card properties.

In a Windows Domain, after the client checks its local hosts file, if unresolved, the DNS query is sent to the
local domain DNS server. It will check the locally loaded zones to see if it can resolve the name to an ip
address. If not, it will then check its local cache to see if it has resolved this in the recent past to respond to
the client. If the local DNS server does not have the information stored locally, it will then FORWARD the
request to the designated server(s). The query will be processed through the list of Forwarders, top to
bottom, until the website address domain name query can be fulfilled.

Managing a Forward Lookup Zone (as related to Windows Server 2008)
https://technet.microsoft.com/en-us/library/cc816891(v=ws.10).aspx.

1. Open the DNS (Manager) Console from the Server Manager Tools Menu.

2. Click > next to your server name to expand the console.

3. Click > next to Forward Lookup Zones.

4. Right-click on your Domain Name. From this context menu you can initiate several tasks.
a. Update Server Data File
b. Reload the DNS zone file. Use this option when you have a secondary zone on another server.
This resyncs the information from the Primary (Parent) zone.
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c. New Host (A or AAAA)...Create new host records for IPv4 (A) or IPv6 (AAAA) using domain
names, subdomain names and ip addresses.

d. New Alias (CNAME)...This is the record type to create a new alias (subdomain name) for an
existing host entry. This record will allow you to use multiple names for a single ip/host.

e. New Mail Exchanger (MX)...Used to add a record for a Mail Server. This is listed as a domain
name, which must reference a corresponding Host (A) record. This can be a subdomain name
within your zone, or another domain name depending on where your email is hosted.

f. New Domain...Used to link another domain to this local DNS server.

g. New Delegation... Allows you to define DNS servers that will handle specific Zones within your
forest.

h. Other New Records...Used to add other record types, like PTR or NS, etc. that are not listed as
options in this context menu.

i. DNSSEC > Sign the Zone, Unsign the Zone, or Properties

j- All Tasks > Update Server data file (if using a Bind file) or reload zone data

k. View > Allows you to modify what options you see in the Console and the layout you see it in.
I. Delete, Removes the highlighted zone from the server.

m. Refresh, Used to refresh the zone information displayed when you have made a change you are
not seeing in the Console Tree.

n. Export List...

0. Properties, launches the zone properties for the domain name you have highlighted.

p. Help, links to the Microsoft help files for the Microsoft Management Console 3.0

5. Select Properties to open your internal domain DNS Properties.

General Tab

o Status: Shows the current status of the zone
WINS Zone Transfers Security o Type: Shows the type of zone. The options are

Geners e Name Servers Primary, Secondary or stub. You also have the option
Status:  Running Pause to Store this zone in Active Directory (ONLY available
Twe:  Adive Drectory-nlegrated E— on a Domain Controller). Click Change to adjust the

' options. (see fig.1 on the following page)
Replication: All DNS servers in this domain Change... o Replication: Define how you want your DNS

Data is stored in Active Directory.

Zone to be replicated to other domain controllers.
The options are Replicate to: All DNS servers in this
forest, All DNS servers in this domain, or All domain

Dynamic updates: Secure only ~ controllers (for Windows 2000 compatibility). For
1, Allowing nonsecure dynamic updates is a signfiicant security redundancy and consistency, you should replicate
vulnerability because updates can be accepted from untrusted i X i X

SOLMCEs. your DNS to all DNS servers in this domain. Click
Ta set aging/scavenging properties, click Aging. Aging... Change to adjust the OptiOﬂS. (see flg2 on the

following page)

o Dynamic Updates: By default, this is set to
secure only. If have older clients on your network you
may need to change this to Nonsecure and secure
(not recommended). You can also choose NONE, to
disable dynamic updates, but then you would have to

0K Cancel Apphy Help ]
enter any client updates manually.
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o To set aging/scavenging properties: This allows your DNS to check the timestamp of entries in this
zone and mark them for deletion if they are past a specific date. Click Aging to adjust the settings.
(see fig.3 on the following page). If preferred, Check the box to enable Scavenge stale resource

records.

Select a zone type:

(®) Primary zone

Stores a copy of the zone that can be updated directly.
(_) Secondary zone

Stores a copy of an existing zone. This option helps balance the processing load of
primary servers and provides fault tolerance.

(D) stub zone

Stores a copy of a zone containing only NS, SOA, and possibly
glue A records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a domain controller)

oK Cancel

Fig.1 If you make changes, click OK.

[]5cavenge stale resource records
No-refresh interval

The time between the most recent refresh of a record timestamp
and the moment when the timestamp may be refreshed again.

No-refresh interval:

Refresh interval

The time between the earliest moment when a record timestamp can
be refreshed and the earliest moment when the record can be
scavenged. The refresh interval must be longer than the maximum

record refresh period.

Refresh interval:

K Cancel

Fig.3 If you make changes, click OK.

Change Zone Replication Scope *

Choose how you want zone data to be replicated.

(7) To all DNS servers running on domain controllers in this forest:
subdomain. yourdomainname. org

(®) To all DNS servers running on domain contrallers in this domain:
subdomain. yourdemainname.org

(") To all domain controllers in this domain {for Windows 2000 compatibility):
subdomain. yourdemainname. org

To all domain controllers in the scope of this directory partition:

Cancel

Fig.2 If you make changes, click OK.
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Start of Authority Tab

o Serial Number: Each time the zone file is loaded

ULt e el and changed the serial number will increment. If the
General Start of Authority (SOA) Mame Servers . . e
serial numbers do not match, this will initiate a zone
Senial number: transfer to other DNS servers in the domain.
|43 | increment o Primary Server: Lists the primary DNS server
Primary server: within the domain. This can be changed to another
|vourservemame subdomain yourdomainniame org. || Browse.. DNS server within your domain, if you are
Responsible person: experiencing issues with your primary server.
|hDstmaster.subdDmain.yaurdamainname.arg. | Browse... O Responsible Person: This shows the email of
_ : the DNS administrator. The @ symbol is not used.
Refresh interval minutes - Default is hostmaster.
Retry interval: — v o Refresh Interval: the interval at which other DNS
Expires after. days b servers that host the zone should refresh their data
Minimum (default) TTL: hours - from this SEI.’VGI’. . . .
o Retry interval: This setting determines how often
other DNS servers should retry a request to update
TTL for this record: |0 a0 0 (DDDDD:HH.MM.S5) the zone.

o Expires after: Determines the interval that other
DNS servers that host the zone will expire the zone
Help data if they are unable to contact the Primary server.
o Minimum (default) TTL: Time To Live for a zone
record; this determines how long other DNS servers should cache this record before discarding it,
and check for a new record.
o TTL for this record: defines the TTL for this record

QK Cancel Apply

=]
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Name Servers Tab

WINS
General

Zone Transfers
Start of Authority (SOA)

Security
MName Servers

To add name servers to the list, click Add.

Name servers:

Server Fully Qualified Domain Name (FQDM)

yourservemame subdomain yourdomainname.ang .

IP Address
[152.168.50.204]

Add.. Edit ... Remove

* represents an |F address retrieved as the result of 3 DNS query and may
not represent actual records stored on this server.

0K Cancel Apply Help
WINS Tab
General Start of Authority (SOA) Mame Servers
WINS Zone Transfers Security

You can use WINS to resolve names not found by querying the DNS
namespace. WINS only supports |Pv4 addresses.

[] Use WINS forward lookup

Do not replicate this recaord

- =

Advanced. ..

QK Cancel Apply Help
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o Name Servers: Lists the FQDN and IP of the
Name Servers that are authoritative for this zone. This
will be the primary and any read-only secondary servers
configured with this zone.

o Add: Enter additional Name Servers. You can
an add DNS servers outside your domain, as long as
they are configured as authoritative for the zone.

o Edit: Edit the existing Name Server entries.

o Remove: Delete decommissioned or incorrect
Name Servers.

o Use WINS forward lookup: Check this box if you
have and want to use a local WINS server for local
forward lookups.

o Do not replicate this record: Check this box if
you do not want to replicate this WINS setting to other
DNS servers.

o IP Address: Add the IP addresses of the WINS
servers on your network.
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General Start of Authority (SOA) Mame Servers
WINS Zone Transfers Security

A zone transfer sends a copy of the zone to the servers that request a copy.

[ Mlow zone transfers:
To any server
Only to servers listed on the Name Servers tab

Only to the following servers

IP Address Server FADN
Edit
To specily secondary servers to be notified of zone MNatify
updates, click Notify. N
QK Cancel Apply Help
Security Tab
General Start of Authority (SOA) Mame Servers
WINS Zone Transfers Securty
Group or user names:
2 Everyone ~
42 CREATOR OWNER
4% SELF
HR Autherticated Users
HR SYSTEM
42 DnsAdmins (SUBDOMAIN'DnsAdmins) v
Add... Remave
Pemigsions for Everyone Allow Dery
Full control O o »
Read O
Write D D
Create all child objects ] ]
Delete all child objects ] ]
Cnerial nemizsinn e
For special permissions or advanced settings, click e
Advanced.
0K Cancel Apply Help
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o Allow Zone transfers: allows you to transfer the

zone to other DNS servers. You would check this

option if you have secondary authoritative servers for

this zone.

. (Default) To Any server: Allows any DNS

servers to request a zone transfer from your server

*NOT SECURE

= Only to servers listed in the Name Servers tab:

Allows the zone to be transferred to defined servers in

the Name Servers tab. We will use this option.

. Only to the following servers: allows you to

define the servers allowed to request Zone transfers

from this DNS server. Use this option, if different than

what is in the Name Servers tab.

o To specify secondary servers to be notified of

| zone updates: Enables this server to automatically

‘ notify secondary servers when this zone is updated,
and designate which servers to notify.

o Allows the Domain Administrator to define who
has rights to manage this zone. Click Advanced for
numerous granular permissions options.

This completes the settings for the DNS zone.
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Creating Reverse Lookup Zones

To create the reverse namespace, subdomains within the in-addr.arpa domain are formed, using the
reverse ordering of the first three octets in the IP address of a host, plus the subdomain name of the host.
While IETF RFC Standards do not require Reverse or PTR records, certain networked applications will
require you to have Reverse DNS setup, as a function of security. Such examples include email services
and spam filtering, ping and traceroute, Kerberos, Oracle Scan VIPs, etc.

Understanding Reverse Lookup (as related to Windows Server 2008 R2)
https://technet.microsoft.com/en-us/library/cc730980(v=ws.11).aspx

é DNS Manager — O =
File Action View Help 1. Open the DNS (Manager)
o= | 7F cBm i8S Console from the Server
* DS Manager Tools Menu.
ty .
v 3 YOURSERVERNAME @ Add 2 New Zone 2. Click > next to your server
~ [ 7] Forward Lookup Zones name to eXpand the COhSOIe.

des.subd in. d i X
’ @ -misdes.subdomainyourcomainname.org The Domain Name System (DNS) allows a DNS namespace

’ @ subdomain.yourdomainname.org to be divided into zones, Each zone stores information

| Reverse Lookup Zones about one or more contiguous DNS domains.
5 [ Trust Points
5 [ Cenditional Forwarders To add a new zone, on the Action menu, click Mew Zone.

3. Right-click on Reverse Lookup Zones and select New Zone....
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The Wizard

1. New Zone Wizard

Welcome to the New Zone a. You will use this New

Wizard Zone Wizard to create a Reverse
Lookup Zone for each Forward

This wizard helps you create a new zone for your DMS LOOkUp Zonein your DNS Manager,

SETVEr. and for each ip subnet.

A zone translates DS names to related dats, such as IP b. Click Next

addresses or network services,

To continue, didk Next.

< Bac Mext = Cancel
2. Zone Type
Zone Type a. Select the type of zone
The DNS server supports various types of zones and storage. . you want to create. In this case,
~  since this is the initial DNS server
for our Domain, we will leave
Select the type of zone you want to create: Primary zone selected
(®) Primary zone b. Since this server is not
Creates a copy of a zone that can be updated directly on this server, Read-Only, we will leave the
O Secondary zone checkbox to Store the zone in AD.
! c. Click Next.

Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority
(504), and possibly glue Host {A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available anly if DMS server is a writeable domain
controller)

< Back Mext = Cancel
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Active Directory Zone Replication Scope ;‘
You can select how you want DNS data replicated throughout your netwaork.,

Select how you want zone data replicated:

() To all DNS servers running on domain controllers in this forest:
subdomain. yourdomainname.org

(®) To all DNS servers running on domain controllers in this domain:
subdomain. yourdomainname.org

(") To all domain controllers in this domain (for Windows 2000 compatibility):
subdomain. yourdomainname.org

To all domain controllers specified in the scope of this directory partition:

< Back Mext = Cancel

3. Active Directory Zone Replication Scope to select how this zone data will be replicated
a. If this DNS server was within a forest, you may want to have the zone replicated to all DNS
servers within the forest for faster DNS resolution.
b. This Domain Controller is not currently part of a forest, so you can leave the option selected to
replicate, To all DNS servers running on domain controllers in this domain. Considered best
practice, this will establish redundancy in the case of failure.
c. Only choose, To all domain controllers in domain (for Windows 2000 compatibility) if you have
Windows 2000 DNS servers.
d. Click Next.

Mew Zone Wizard et
4. Reverse Lookup Zone Name
Reverse Lookup Zone Name ;‘ a. Choose whether this will be
& reverse lookup zone translates IP addresses into DMS names. ' an IPv4 or IPV6 reverse zone.

- b. If you are using IPv6 on your

Chooze whether you want to create a reverse lookup zone for IPv4 addresses or IPvE network, you must create a Separate
addresses, zone for each type. We will leave the
option selected for the IPv4 Reverse
(@) [Pv4 Reverse Lookup Zone LOOkUp Zone.
c. Click Next.

(") IPv5 Reverse Lookup Zone

< Back Cancel
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Reverse Lookup Zone Name E‘
A reverse lookup zone translates IP addresses into DNS names.,
To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Netwark ID:
192 .168 .50

The netwark ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(") Reverse lookup zone name:

50.168.192.in-addr.arpa

< Back Mext = Cancel

‘You can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updstes.

=

L~

Dynamic Update E‘

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-ntegrated zones,

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
£ accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back MNext = Cancel
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5. Reverse Lookup Zone Name, Pt. Il

a. Enter the first three octets of
the Network ID (IP Address) for the
network you are setting up in this zone.

b. If you are using multiple
subnets, you will need to run the New
Zone wizard to create a reverse zone
for each subnet.

c. Click Next.

6. Dynamic Updates

a. Select the type of Dynamic
updates to be allowed in this zone.

b. The options are Only secure
(for AD-integrated), Allow both
nonsecure and secure (not advised),
and Do not allow.

c. If you selected Do not allow,
you would have to update any DNS
records in your zone manually.

d. We will leave the default
option to Allow only secure dynamic
updates, since this domain utilizes
Active Directory. This will enable client
computers to register and update their
resource records as changes occur.

e. Click Next.
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MNew Zone Wizard ot ) ]
7. Completing the New Zone Wizard
Completing the New Zone Wizard a. You have successfully
completed the New Zone Wizard.
e b. Review the summary of your
‘fou have successfully completed the Mew Zone Wizard. You selections
specified the following settings: : .
= c. Name resolution can be
M 30168 89 i ik i verified from Powershell or an
Type:  Active Directory-Integrated Primary Administrative Command Prompt using
Lookup type: Reverse nSIOOKUp’
' https://technet.microsoft.com/en-
us/library/bb490950.aspx.

d. Click Finish.

MNote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
e Fesokition g Asookin. Your Reverse DNS Zone is now
created and active.

To dose this wizard and create the new zone, dick Finish,

&
=

File Action View Help
e nEXEc= Hm § 86
)
§_~| [ENS Name Type Data Timestamp
v | YOURSERVERNAME
| Forward Lookup Zones
w || Reverse Lookup Zones
2. 30.168.192.in-addr.arpa

| Trust Points
“| Conditional Forwarders

E—l(same as parent folder) Start of Authority (S504) [1], yourservername.subdomainyourdom...  static

E—l(same as parent folder) MName Server (N5) yourservername.subdemain.yourdomainn..,  static

Check the properties for the zone and verify all settings are correct. The properties options for the reverse
DNS zone are the same as the forward zone, so we will not go back through the screens, please see the
section above: Forward Lookup Zone to verify or review.
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Creating Conditional Forwarders

Conditional Forwarders provide the implementation of name-based rules to define specific DNS servers to
handle forward queries for specific domain names. This can promote faster query response, given the
queries are then sent directly to the server(s) where the zone for those domain names are maintained. You
have to ensure sure communications are not blocked to and from those ip addresses, as well as staying on
ahead of ip address changes. Typically, Conditional Forwarders are used in multi-domain internal networks
so partner organizations can quickly and securely access internal resources without the need to for zone
transfers or stub zones.

For example, we could have all DNS queries for the domain more.net sent to the MOREnNet core DNS
servers, since those are hosts for the more.net Zone.

Understanding Forwarders (as related to Windows Server 2008 R2)
http://technet.microsoft.com/en-us/library/cc730756.aspx

Using Forwarders (as related to Windows Server 2008 R2)
http://technet.microsoft.com/en-us/library/cc754931.aspx

What should | use, a Stub, Conditional Forwarder, Forwarder, or Secondary Zone??
https://blogs.msmvps.com/acefekay/2012/09/18/what-should-i-use-a-stub-conditional-forwader-forwarder-
or-secondary-zone/

1. Open the DNS (Manager) Console from the Server Manager Tools Menu.
2. Click > next to your server name to expand the console.

Mew Conditional Forwarder...

3. Right Click Conditional Forwarders and select New Conditional Forwarder...
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Mew Conditional Forwarder *

DMNS Domain:

www.google.com

IF addresses of the master servers:

IP Address Server FQDM Validated Delete
<Click here to add an IP Address or DNS Name >|
'ZE!'B.B.S.B google-public-dns-a.go... OK Up
@344 google-public-dns-b.go...  OK

Dawn

[ store this conditional forwarder in Active Directory, and replicate it as folows:

All DNS servers in this forest

Mumber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not
configured.

Cancel

1. Enter the DNS Domain to be forwarded.

2. Enter the DNS server addresses. Best Practice is to enter at least 2 ip addresses, when possible.

3. Check the box if you want this conditional forwarder to be stored in Active Directory.

4. Select if this data will be replicated. If you do not store it in Active Directory, the replication option is
grayed out.

5. Enter the number of seconds before forward queries time out. Of the DNS forwarding options, queries
are processed through Conditional Forwarders, then the entries in your Forwarders tab, and lastly using
Root Hints if the other methods fail.

6. Click Ok

7. Repeat this procedure for each DNS Domain.

@

& DMS5 Manage N -
File Action View Help
e 2l ez Hm § EE

H EENS Mame Type
= Y_[_:]URSERVERNAME gwww.gaagle.cam Conditional Forwarder (Standard)
M Fu?urward Lookup ZD”?S gmicrnsnﬂ.cnm Conditional Forwarder (Standard)
=) _msdcssubdomain.yourdom
= subdemainyourdemainnam
w || Reverse Lockup Zones
=l 30.168,192.in-addr.arpa
| Trust Points
w | Conditional Forwarders
=] www.google.com
= microsoft.com

Once you have completed creating your Conditional Forwarders, they are listed individually in the DNS
Manager.

Back to Contents
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Section VI: Security Policies for Windows Server 2016

MUST-READ LINKS!

CIS (Center for Internet Security) Microsoft Windows Server 2012R2 Benchmark
https://www.cisecurity.org/wp-
content/uploads/2017/04/CIS Microsoft Windows Server 2012 R2 Benchmark v2.2.0.pdf

Security Baseline for Windows 10 & Windows Server 2016
https://blogs.technet.microsoft.com/secquide/2016/10/17/security-baseline-for-windows-10-v1607-
anniversary-edition-and-windows-server-2016/

Best Practices for Securing Active Directory
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/best-practices-
for-securing-active-directory

Active Directory Security Groups
https://technet.microsoft.com/en-us/library/dn579255(v=ws.11).aspx

LAPS (Local Administrator Password Solution)
https://www.microsoft.com/en-us/download/details.aspx?id=46899

Securing Domain Controllers Against Attack
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/securing-
domain-controllers-against-attack

Securing Domain Controllers to Improve Active Directory Security
https://adsecurity.org/?p=3377

Device Health Attestation
https://docs.microsoft.com/en-us/windows-server/security/device-health-attestation

Reinspecting Password, Account Lockout and Audit Policies
https://www.isaca.org/Journal/archives/2014/Volume-2/Pages/JOnline-Reinspecting-Password-Account-
Lockout-and-Audit-Policies.aspx
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The 1% step to implementing your Server Security Policies is to research and determine what Technology
Security Policies are necessary for your organization. This includes deciding on any distinctive password
policies, standards for software installation and desktop settings, acceptable use of personal external
storage or network equipment, etc. These are just a few concepts you will want to consider including in
your Technology Policies. For additional resources, visit hitps://www.sans.org/security-resources/policies,
to review the Information Security Policy templates available from SANS.

The 2" step is to ensure that your organization develops a corresponding WRITTEN POLICY supporting
the settings that you will be applying to the domain. If necessary, enlist a lawyer to help you with the
appropriate legal terminology.

The 3" step is to research and use the Software and Tools you have available to setup and maintain these
policies for your domain.

Beginning with Windows Server 2000, it became standard to create a password policy as part of your
domain security. It was implemented in the Default Domain Policy, which meant being limited to one
password policy that could be applied to the users in a single domain. With Windows Server 2008,
Microsoft added Fine-Grained password policies (FGPP) and introduced the Active Directory Password
Settings Container where Password Settings Objects could be created via wizard. This enabled
administrators to create multiple password policies which could then be applied to various global security
groups and user objects with an order of precedence. This was a welcomed feature; however, it was a
multi-step process. Fine-grained password policies have been enhanced in Windows Server 2012,
integrating the feature into a new GUI, Active Directory Administrative Center, making it significantly easier
to create and administer FGPP(s). Despite the developments in FGPP, even with Server 2016, they still are
still created in Active Directory utilizing the Password Settings Container, and can only be applied to global
security groups or user objects. They are unable to be deployed with Group Policy Objects, and unable to
be applied to OUs.

The other security policies we will discuss can be set up in separate/multiple Group Policy Objects (GPOSs)
to provide specific security settings to particular OUs or groups.

In this documentation, we are using the Default Domain Policy from the Group Policy Management
Console. Once we open the Default Domain Policy, we will ONLY be working with the security settings
under Computer Configuration.

NOTE: To edit the Default Domain and Default Domain Controllers policies, you must add your user to the
Domain Admins Security Group in Active Directory Users and Computers before working with the
instructions below. Remove that user account from the Domain Admins Security Group when you are done
editing the policies.

This Document is a guide to explain and provide examples of Active Directory Group Policy Objects, and
how to institute them. The scope of the policies you decided to implement should not defined or limited by
this guide.

Do not expect your domain or computers in your domain, are protected from hacking, viruses, worms or
malware solely because you have setup the policies outlined in this document. It is imperative for you to
analyze the baseline security of your environment, and adjust your policies accordingly. You must maintain
installation of current service packs, updates, hot-fixes and security patches applied to the systems.

Enjoy the following with the goal to gain a better understand group policy and enable you to secure your
domain using the tools that Active Directory provides.
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GROUP POLICY MANAGEMENT

1. Open Group Policy Management from the Server Manager Tools Menu.

5l Group Policy Management

5 File Action View Window Help

e=|#FE 6 HmE

|5} Group Policy Management Domains
W _-é_ Forest: subdomain.yourdomainnarme.org
v (55 Domains

Contents

v 3 subdomain.yourdemainname.crg ‘ Damain
a:] Default Domain Polic

2 | Domain Controllers

=t Group Policy Objects Enforced
# WMI Filters o

: Link Enabled
= Starter GPO
- Al Starter : Save Report...
[ Sites
sei Group Policy Modeling MNew Window from Here
i Group Policy Results
Delete
Rename
Refresh
Help

2. Click > next to your Forest: subdomain.yourdomainname.TLD

3. Click > next to Domains

a. If your domain does not appear, right-click on Domains.

b. Select Show Domains...

c. Check the box next to the name of your domain.

d. Click OK.

4. Click > next to your Domain Name (ex. Subdomain.yourdomainname.org)

5. Right-click on the Default Domain Policy.

[NOTE: To edit the Default Domain and Default Domain Controllers policies, you must add the account you
are using to the Domain Admins Security Group. Go back to Active Directory Users and Computers to do
so before working with these instructions. Remove that user account from the Domain Admins Security

Group when you are done editing the policies.]
6. Select Edit...

Group Pelicy Management Conscle

fou have selected a link to a Group Policy Object (GPO). Bxcept for

changes to link properties, changes you make here are global to the GPO,

and will impact all other locations where this GPO is linked.

[ ] Do not show this message again

7. Read the warning message, then click OK.
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5} Group Policy Management Editor - O X
File Action View Help
@= |5 E =

=] Default Domain Policy [YOURSERVERNAN,
~ (% Computer Configuration

- .. Select an item to view its description.  Mame
> || Policies
s ] Preferences @Computer Configuration
~ i, User Configuration % User Configuration
5 [ Policies

» [] Preferences

< > | Extended ){Standard/

8. This will launch the Group Policy Management Editor.
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PASSWORD POLICIES
Review the following information to customize your Password Policies:

Microsoft Password Guidance, downloadable .pdf
https://www.microsoft.com/en-us/research/publication/password-quidance/

Step-by-Step: Enabling and Using Fine-Grained Password Policies in AD
https://blogs.technet.microsoft.com/canitpro/2013/05/29/step-by-step-enabling-and-using-fine-grained-
password-policies-in-ad/

Fine-Grained Password Policies User Interface in Windows 2012 R2 and Newer
https://blogs.msmvps.com/acefekay/2016/10/16/fine-grained-password-policies-user-interface-in-windows-
2012-r2-and-newer/

1. If you are not already at the GPME pictured below, follow the instructions under Group Policy
Management above.

File  Action View Help
= @ E=HE

\=[ Default Demain Policy [YOURSERVERNAME.SUBDOMAIN.YOURDOMAINNAME.CORG] Policy
L Computer Configuration

w || Policies =%
| Software Settings
w [ | Windows Settings #———
| Name Resolution Palicy
j=| Seripts (Startup/Shutdown)
= Deployed Printers
w ___=1_;| Security Settings #————
EE] Account Policies
_:ﬂ Local Pelicies
] Eventleg
', Restricted Groups
4, System Services
4 Registry
5, File System
___;.‘j' Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwaork List Manager Policies
_;;.ﬂ Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
" Software Restriction Policies
| Application Control Policies
@ IP Security Pelicies on Active Directery (SUBDOMAIN. YOURDOMAINNAME.ORG)
| Advanced Audit Policy Configuration
ul)j Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files) retrieved from the local compute

| Preferences

~ ¢ User Configuration
"~ Policies
" Preferences

2. In the Console Tree, under Computer Configuration, click > next to Policies & Windows Settings &
Security Settings, expanding each container.
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File Action Visw Help

o 2@ XE HE

=] Defaul: Domain Policy [YOURSERVERNAME SUBDOMAIN.YOURDOME A || Policy g Policy Setting
v i '._Ompljltfar Conhiumtian i) Enforce password history 24 passwords remembered
w | Polices i )
% . ) Maximum password age 42 days
_ Software Settings . .
v [ Windows Settings ::!n'mum paswo{: Iage i 1‘?’ .
| Name Resolution Policy 1| Minimurn password lengt . . 7 characters
& Scripts (Startup/Shutdown) 1| Passwerd must meet complesity requirements Enabled
1 Storz passwords using reversible encryption Dizabled

= Deployed Printers
~ :3 Security Settings
v ___5_| Account Policies
+ Al Password Policy
=5 Accourt Lockout Policy
54 Kerberos Policy
‘a Local Pelicies
_j Event Log
4, Restricted Groups
A System Services

3. Click > next to Account Policies.

4. Click on Password Policy to view the policy options in the frame on the right.
a. All of the Password Policy options have the Define this policy setting, checked, by default. So,
you will always have a base password policy enabled when you install Active Directory, unless you
uncheck each one, setting them to Not Defined.
b. We are editing the Default Domain Policy, so these settings will be applied to everyone in the
domain. Fine-Grained Password Policies should be used to apply different standards for specific
users or groups of users.
c. The images below display the Explain tab. Changes to the policies are from the Security Policy
Setting tab. The description refers to the Security Policy Settings tab.
d. Define and Edit these policies based on your organization’s Technology Policies.

5. Double-click Enforce password history.

Securty Palicy Setting  Explain a. The options are 0-24 passwords. 0 = No

unique passwords are enforced.

Enforce password history b. You can either keep the default of 24, arrow

This securty setting detamines the number of unique new up/down or manua”y ente_r_a neV_v num_ber'

u:faswordathat havaf_g be a;anclated w%l: a user accourt c. If you want to utilize this setting, you must

I | o .

B e il TSR e also set the Minimum password age to a value higher
than O.

This policy enables administrators to enhance sscurty by . .

ensuring that old passwords are not reused continually d. Click OK to commit any changes.

Default:

24 on domain controllers.
0 on stand-alone servers,

Mote: By default, member computers follow the corfiguration of
their domain controllers,

To maintain the effectiveness of the password history, do not
allow passwords to be changed immediately after they were just
changed by also enabling the Minimum password age security
policy setting, For information about the minimum password age
securnty policy setting, see Minimum password age.

For mare information about securty policy and related Windows
features, see the Microsoft website,

DK Cancel Apply
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Maximurm password age Properties 4 X ) )
6. Double-click Maximum password age.
Securty Policy Seting  Explain a. The options are between 0-999 days. 0 =
passwords never expire.
Maximum password age b. You can either keep the default of 42 days,
This securty setting determines the perod of time {n days) that & arrow Up/dOWﬂ or manua”y enter a new number.
password can be used before the system requires the user to c. The Minimum password age must be less
change it. You can sat passwords to expire after a number of . . . X
days hatwam;y 1 and 99a, oryou can sdpacﬁytgat“ p:sswnrdu than the Maximum, unless this value is set to 0.
naver axpire by setting the number of days to 0,  the maximum i i
password age s between 1 and 399 days, the Minimum d. Click OK to commit any changes.
password age must be less than the maxdmum password age, f
the maximum password age is set to 0, the minimum password
age can be any value between [ and 998 days.
Note: |t is & securty best practice to have passwords expire
every 3010 90 days, depending on your environment, This way,
an attacker has a limited amournt of time in which to crack a
user'’s password and have access to your network resources.
Default; 42.
" Cancel Aoply
Minimuin password sge Properties ' X 7. Double-click Minimum password age.

a. The options are between 0-998 days. 0 =
passwords can be changed immediately.
b. The default is Password can be changed

Securty Policy Setting  Explain

il it & after 1 day(s). You can either keep the default value,

This securtty setting determines the period of time {n days) that a arrow up/down or manually enter a new number.

pasaword must be used before the user can change i, You can R . -

get & valus betwean 1 and 998 days, or you can allow changes c. This setting must be more than 0 to utilize

Nt atily Mt e ORamEid oF o . the Enforce password history setting.

The i naaalwnrtdhaga e be less th:;the Maﬁtn';uﬂa d. With this setting defined with values greater

pasaword age, unleas tNe madmum password age s sat (o U, H

indicating that passwords wil never expre. If the maximum than 0, for a user to change their password after they

tp::f::zrj:egab:;:tapnf;hde;;IEimum passward age can be set first Iogin, as an admin, you will need to check the user
' Properties option User must change password at next

Configure the minimum password age to be more than 0 f you

want Enforce password history to be effective. Without a logon CheCprX. .

minimum password age, users can cycle through passwords e. Click OK to commit any changes.

repeatedly until they get to an old favorte, The default setting
does not follow this recommendation, so that an administrator
can specify a password for a user and then require the userto
change the administrator-defined password when the user logs
on. ff the password history is set to 0, the user does not have to
choose a new password, Forthis reason, Enforce password
history is set to 1 by default.

For more information about secunty policy and related Windows
features, bee | A
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Minimum password length Properties 7

Securty Policy Setting  Explain

Mirimum password langth

This secuity setting determines the least number of characters
Ihat & password for a user accourt may contain, You can set a
value of between 1and 14 characters, or you can establish that
no pasaword is required by setting the number of characters to 0.

Defautt:

7 on domain controllers.
0 on stand-alone servers,

Mote: By default, member computers fallow the configuration of
Lheir domain controllers,

Far more
features,

rty policy and related Windows

— ——
Password must meet complexity requirements Properties 7

Securtty Policy Setting  Explain

If this policy is enabled, passwards must meet the fallowing
mirimum requirsments:

Neot cortain the User's accourt name or parts of the user's full
name that excesd two consecutive characters

Be at least six characters in length

Carlain characters from threa of the following four categaries.
English uppercase characters (A through Z)

English lowercase characters {a through z)

Basa 10 digits (0 through 3)

Non-aslphabetic characters for example, [, §, &, %)
Complexity requirements are enforced when passwords are
changed or created.

Default:

Enabled on domain controllers,
Disabled on stand-alone servers.

Note: By default, member computers follow the configuration of
their domain controllers,

For more information about security policy and related Windows
features, kee the Microsoft website,
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8. Double-click Minimum password length.

a. The options are between 0-14 characters. 0
= No password is required.

b. The default is 7 characters. You can either
keep the default value, arrow up/down or manually
enter a new number.

c. The longer a password is the more secure, It
is difficult to require users to keep long passwords but
you should encourage it

d. Click OK to commit any changes.

9. Double-click Password must meet complexity
requirements.

a. The options are Enabled or Disabled.

b. The default is Enabled. You can either keep
the default value, or change the radio button to
Disabled.

c. Click OK to commit any changes.
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Stare passwards using reversible encryption Properties

Securtty Policy Setting  Explain

Store passwords using reversible sncryption

This securty setting detemmines whether the operating system
stores passwords using reversible encryption.

This palicy provides support for applications that use protocols

purposes, Stonng passwords using reversible encryption (s
masertially the same as storing plaintest versiona of the
passwords, For this reason, this palicy should never be enabled
unless application requirements outweigh the need to protect
pasaword infarmation,

This policy is required when using Challange-Handshake
Authertication Protocol [CHAP) authertication through remote
access or Intemet Authentication Services (IAS), It s also
Services (/15),

Default: Disabled.

that require knowledge of the usar's password for authertication

required when using Digest Authentication in Intemet Information

[ wroup Pahiey Management Edit

#

File Action VMiew Help

| 2@ = HE

MOREnNet
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10. Double-click Store passwords using reversible
encryption.

a. The options are Enabled or Disabled.

b. The default is Disabled. You can either keep
the default value, or change the radio button to
Enabled.

c. Only use this feature for specific systems that
require this to connect to the domain.

d. Click OK to commit any changes.

vl CumputerCurifigurat'iun A .Policy . Policy Setting
- P.U“‘ies’ " L) Account lockout duration Mot Defined
' Solftwarﬁ Stthrlgs 1| Aceount lockout threshold Oinvalid logon attempts
v [l Windows Settings ! Reset account lockout counter after Mot Defined

| Mame Resolution Policy
|l Seripts (Startup/Shutdown)
[ Deployed Printers
~ y Security Settings
v 1 Account Policies
| Password Policy
+ 1 Account Lockout Policy
| Kerberos Policy
» 1] Local Policies
7 EventLog

1. Now click on Account Lockout Policy to view the policy options in the frame on the right.
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2. Double-click Account lockout threshold.

Securtty Policy Setting  Explain

Accourt lockout thrashald

This securty setting determines the number of falled logon
attempls that causes a user account lo be locked out, A
locked-out account cannot be used urtil i is reset by an
administrator or until the lockout duration for the account has
expired, You can set a value between 0 and 999 falled logon
attempts. f you set the valua to 0, the accourt will never be
locked out.

Failed password attempts against workstations or member
servers that have been locked using either CTRL+ALT=DELETE
or password-protected screen savers count as falled lagon
attempts,

Default: 0.

For more information about security policy and related Windows
features, see the Microsoft website.

oK || Cancel | Poply

a. Values range between 0-999. 0 =the
account will never be locked out.
b. The default is 0.

Suggested Value Changes

MOREnNet
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Account lockout threshold Properties ? X

Securtty Policy Setting  Explain

;ﬂ? Account lockout threshold

(] Diefine this policy setting
Accourt will lock out after:
|5 {2 | invalid logon attempts

c. From the Security Policy Setting tab, arrow
up/down or manually enter a new number.

d. We have entered 5.
e. Click OK.

X

Because the value of Accourt lockout threshold is now 5 invalid logon attempts, the settings for

the follawing items will be changed to the suggested values,

Palicy Policy Setting
Mat Defined
L1y Reset account lockout counter after Mot Defined

1110, Accournt lockout duration

£

Suggested Setting

30 minutes
30 minutes

==

f. Setting the lockout threshold greater than O prompts Suggested Value Changes.

g. Click OK.
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Palicy Policy Setting
| Account lockout duration 30 minutes
|Account lockout threshold 3invalid logon attempts
| Reset account lockout counter after 30 minutes

h. The Account lockout duration and Reset account lockout counter after options, are now
automatically updated and defined for the Account Lockout Policy.

i. The amount of time can be edited by double-clicking on the option.

ii. The suggested time is 30 minutes. You can either keep the default value, arrow up/down
or manually enter a new number.

ii. Values range between 0-99.99 minutes. 0 = the account will be locked until an
administrator explicitly unlocks it.

iv. Click OK to commit any changes.

When finished working with the Default Domain policy, remove the user account you added when
you began this section from the Domain Admins Security Group.
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AUDIT POLICY CONFIGURATION
Review the following information to customize your Audit Policies:

Advanced Security Auditing FAQ
https://technet.microsoft.com/en-us/library/dn319046(v=ws.11).aspx

Audit Policy Recommendations, Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-
recommendations

Monitoring Active Directory for Signhs of Compromise
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/monitoring-
active-directory-for-signs-of-compromise

Windows 10 and Windows Server 2016 security auditing and monitoring reference
https://www.microsoft.com/en-us/download/details.aspx?id=52630

1. If you are not already at the GPME pictured below, follow the instructions under Group Policy
Management above.

2. In the Console Tree, under

File Action View Help Computer Configuration, click > next to
L Al (NEREY Policies & Windows Settings & Security

=/ Default Domain Policy [YOURSERVERNAME.SUBDOMAIN.YOURDOMAINNAME.ORG] Policy Settings, expanding each container.
L Computer Configuration

w || Policies «#
| Software Settings
w [ Windows Settings sff——
| Name Reselution Pelicy
& Scripts (Startup/Shutdown)
= Deployed Printers
v h Security Settings #———
jf-j Account Policies
] Local Policies
| EventLog
4, Restricted Groups
4 System Services
& Registry
4, File System
f-_,uvr Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
§'jg‘ Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Active Directory (SUBDOMAIN.YOURDOMAINNAME.ORG)
| Advanced Audit Policy Configuration
“ Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files) retrieved from the local compute
| Preferences
w %, User Configuration
" Policies
| Preferences
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*
|

File Action View Help
oo nmE XK= Hm

w (Ml Computer Configuration
w || Policies
| Software Settings
w || Windows Settings
| Name Resolution Policy
|12l Seripts (Startup/Shutdown)
w1 Deployed Printers
vy Security Settings
5 Account Policies
v ] Local Policies
1 Audit Policy
1l User Rights Assignment
1 Security Options
| Eventlog
o Restricted Groups

Policy

1) Audit account logon events

Lo/ Audit account management
J Audit directory service access

Ly Audit logon events

2 Audit object access

i) Audit policy change

i Audit privilege use

i) Audit process tracking

U] Audit system events

MOREnet 2

Policy Setting
Not Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Net Defined
Mot Defined
Not Defined
Mot Defined

4. Click oh Audit Policy to view the policy options in the frame on the right.
a. This policy defines the types of events that are written to the Security Log, accessible from the

Event Viewer.

b. By default, these options are Not Defined in Group Policy.

c. These settings will enable logging on ALL machines in the domain.
d. Experiment with these options, then analyze the Security Logs to determine what information is
best to monitor for your organization.
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Security Policy Setting | Explain

'ﬁ' Audit accourt logon events

[] Define these policy settings
Audit these attempts:

Success

Fasiluire

oK

Cancd Aoply
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5. To edit, double-click on the option to open the Properties. The above example is for Audit account logon

events.

a. From the Security Policy Setting tab, check the box to Define these policy settings.
b. Under Audit these attempts: Check the box(es) for Success, or Failure, or both Success and

Failure.

c. Click OK to commit any changes.

[ Graup Pol

File Action View Help
L AN (REY [

w i Computer Configuration
v | | Policies
| Software Settings
v | Windows Settings
| Name Resolution Policy
[ Seripts (Startup/Shutdown)
% Deployed Printers
v Security Settings
v 1i Account Policies
3 Password Palicy
3 Account Lockout Policy
3 Kerberos Policy
v | Local Policies
W Audit Policy
J| User Rights Assignment

Policy

i) Audit account logon events
"] Audit account management
L] Audit directory service access
) Audit logon events

Ly Audit object access

1| Audit policy change

L) Audit privilege use

| Audit process tracking

L Audit system events

Policy Setting
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Suceess, Failure
Failure

Failure
Success, Failure

d. The above is a sample recommendation for these options.
e. Continue editing each option until all settings are defined according to your Security Policy.
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| 2E B
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— O X

» =i Deployed Printers
w i Security Settings
) }:—I Account Policies
5> | Local Policies
7 EventLog
4, Restricted Groups
4 System Services
i Registry
1 File System
+ S Wired Network (IEEE 802.3) Policies

| Windows Firewall with Advanced Security

| Metwork List Manager Policies
Gl Wireless Network (IEEE 802,11) Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies

®, IP Security Policies on Active Directory (SUBDOMAIN

w [ ] Advanced Audit Policy Configuration
~ &y Audit Policies
» 1] Account Logon
] Account Management
» [ Detailed Tracking
» (1 DS Access
> E Legon/Logaff
J_j Ohject Access
i Policy Change
» [ Privilege Use
o [ System
> [ Global Object Access Auditing

ol Malics bareed et

~
E-_ Advanced

Getting Started

Advanced Audit Policy Configuration settings can be used to provide detailed control over audt
policies, idertify sttempted or successful attacks on your netwark and resources, and verfy
compliance with niles goveming the management of crtical organizational assets.

When Advanced Audt Policy Corfiguration settings are used, the "Audit: Force audit
':\ policy subcategory settings (Windows Mista or later) to ovenide audit policy category
settings” policy setting under Local Policies\Security Options must also be enabled

B} More about

BY Which editions of

A summary

Categones Configuration
Account Logan Net earfigured
Accourt Management Net configured
Detailed Tracking Net corfigured
DS Access Net carfigured
Logon/Logoff Net canfigured
Object Access Net configured
Palicy Change Net corfigured
Privilege Lse Not corfigured
System Not configured
Global Object Access Auditing  Net configured

W

6. To configure the Audit Policies further, experiment with the Advanced Audit Policy Configuration options.

7. Under Security Settings, Click > next to Advanced Audit Policy Configuration.

8. Click > next to Audit Policies.

9. Here there are additional Audit Policies for the following:

a. Account Logon

b. Account Management
c. Detailed Tracking

d. DS Access

e. Logon/Logoff

f. Object Access

g. Policy Change

h. Privilege Use

i. System

j- Global Object Access Auditing
10. Click on each Policy to view the additional options available to configure in the frame on the right.
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Palicy  Explain

u_iﬁ Pudit Credential Validation

[[] Configure the following audit everts:

OK Cancel Apply

11. Double-click each option to open the Properties to edit.
a. These options are Not configured by default.
b. The example above is for Audit Credential Validation. For additional explanation of an option,
click the Explain tab.
c. If you want to enable an option, from the Policy tab, check the box to Configure the following audit
events:
d. Check the box(es) for Success, or Failure, or both Success and Failure.
e. Click OK to commit your settings.
f. Continue editing each option until all settings are defined according to your Security Policy.

When finished working with the Default Domain policy, remove the user account you added when you
began this section from the Domain Admins Security Group.
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USER RIGHTS ASSIGNMENT
Review the following information to customize your User Rights Assignment options:

User Rights Assignment
https://technet.microsoft.com/en-us/library/dn221963(v=ws.11).aspx

Securing Administrator Groups in Active Directory
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-q--
securing-administrators-groups-in-active-directory

1. If you are not already at the GPME pictured below, follow the instructions under Group Policy
Management above.

File Action View Help

L Al (NENEIN 7 B

=/ Default Domain Policy [YOURSERVERMAME.SUBDOMAIN.YOURDOMAINNAME.ORG] Policy
L| Computer Configuration

w | Policies
| Software Settings
w [ Windows Settings st
| Name Resolution Policy
=] Seripts (Startup/Shutdown)
= Deployed Printers
v Fh Security Settings #—————
24 Account Policies
& Local Policies
] Eventleg
', Restricted Groups
4, System Services
5, Registry
5, File System
_:__'.J Wired MNetwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
_;;@' Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Active Directory (SUBDOMAIN. YOURDOMAINMNAME.ORG)
| Advanced Audit Policy Configuration
ully Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files) retrieved from the local compute
| Preferences
w % User Configuration
| Policies
| Preferences

2. In the Console Tree, under Computer Configuration, click > next to Policies & Windows Settings &
Security Settings, expanding each container.
3. Click > next to Local Policies.
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=] Default Domain Policy [YOURSERVERNAME.SUBDOMAIM.YOURDOMAINN
w (& Computer Configuration
w [T Policies
| Software Settings
w || Windows Settings
» || Mame Resolution Policy
|| Scripts (Startup/Shutdown)
» i Deployed Printers
vy Security Settings
) }'_-] Account Policies
v j Local Policies
4 Audit Policy
J| User Rights Assignment
7| Security Options
» 1J Eventlog
i Restricted Groups
7 System Services
i Registry
' File System
» [ Wired Network (EEE 802.3) Policies
|| Windows Firewall with Advanced Security
|| Metwork List Manager Policies
» il Wireless Network ([EEE 802,11) Policies
| Public Key Policies
| Software Restriction Policies
|| Application Control Policies
) S IP Security Policies on Active Directory (SUBDOMAIN,YC
w || Advanced Audit Policy Configuration
1% Audit Policies
> gli Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files) retrie
| Preferences
~ i, User Configuration
| Policies
> | Preferences

-

Policy Policy Setting
1] Access Credential Manager as a trusted caller Mot Defined
1) Access this computer from the network Mot Defined
Loy Act as part of the operating system Mot Defined
L) Add workstations to domain Mot Defined
‘o Adjust memory quotas for a process Not Defined
i) Allow log on locally Not Defined
i Allow log on through Remote Desktop Services Mot Defined
14| Back up files and directories Mot Defined
11| Bypass traverse checking Mot Defined
1y Change the system time Mot Defined
Iy Change the time zone Mot Defined
1 Create a pagefile Not Defined
i1s| Create a token object Net Defined
iui| Create global objects Mot Defined
[ Create permanent shared objects Mot Defined
i) Create symbolic links Mot Defined
[ Debug programs Not Defined
l| Deny access to this computer from the network Mot Defined
| Deny log on as a batch job Mot Defined
[l Deny log on as a service Not Defined
1l Deny log on locally Not Defined
L/ Deny log on through Remote Desktop Services Not Defined
[ Enable computer and user accounts to be trusted for delega... Mot Defined
1" Force shutdown from a remote system Mot Defined
1] Generate security audits Mot Defined
lu] Impersonate a client after authentication Mot Defined
|4 Increase a process working set Mot Defined
1) Increase scheduling priority Net Defined
1y| Load and unload device drivers Mot Defined
|y Lock pages in memory Mot Defined
1 Log an as a batch job MNat Defined
s Log on as a service Mot Defined
[y Manage auditing and security log Not Defined
1) Modify an abject label Mot Defined
1 Maodify firmware envirenment values Mot Defined

1] Obtain an impersenation token for ancther user inthe same... Mot Defined

4. Click on User Rights Assignment to view the policy options in the frame on the right.

a. These are primarily domain specific policies that are used to enhance local security.

b. They can override permissions that have been set on specific objects.
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Security Policy Setting  Explain Securty Policy Setting  Explain

) 'ﬁ' Access this computer from the network
Access this computer from the netware i

This user right determines which users and groups are allowed to [] Define these palicy settings:
connect to the computer over the network. Remote Desktop
Services are not affected by this user ight.

Nete: Remote Desktop Services was called Terminal Services in
previous versions of Windows Server,

Default on workstations and servers:
Administrators

Backup Operators

Users

Everyone

Default on domain cortrallers:
Administrators

Autherticated Users
Erterprise Domain Controllers Add Useror Group
Everyone —
Pre-Windows 2000 Compatible Access

Riamoye

Madifying this setting may affect compatibility with clients, services,
A and applications.

(2823659)
For more information about secunty policy and related Windows
features, see the Microsoft website,
oK Cancel Apply oK Cancel Apply

5. Double-click each option you want to edit, to open the Properties.
a. These options are Not configured by default.
b. The example above is for Access this computer from the network. For additional explanation of
an option, click the Explain tab.
c. If you want to enable an option, from the Security Policy Setting tab, check the box to Define
these policy settings:
d. Click Add User or Group to define the accounts you want to apply this option.
e. If you have made an error adding the user or group, you can highlight the entry and click Remove.
e. Click OK to commit your settings.
f. Continue editing the options you need until all settings are defined according to your Security
Policy.

When finished working with the Default Domain policy, remove the user account you added when
you began this section from the Domain Admins Security Group.
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SECURITY OPTIONS
Review the following information to customize your Security Options:

Security Options
https://technet.microsoft.com/en-us/library/jj852268(v=ws.11).aspx

Network access: Allow anonymous DIS/name translation
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-access-allow-
anonymous-sidname-translation

Network security: Do not store LAN Manager hash value on next password change
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-security-do-not-
store-lan-manager-hash-value-on-next-password-change

Network security: Force logoff when logon hours expire.
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-security-force-
logoff-when-logon-hours-expire

Network security:LAN Manager authentication level
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-security-lan-
manager-authentication-level

1. If you are not already at the GPME pictured below, follow the instructions under Group Policy
Management above.

e e 2. In the Console Tree, under Computer

;;&T| g: |H Configuration, click > next to Policies & Windows
Settings & Security Settings, expanding each

=/ Default Domain Policy [YOURSERVERNAME.SUBDOMAIN.YOURDOMAINNAME.ORG] Pelicy
<& _iA& Computer Configuration Contalner
~ || Policies

| Software Settings 3. Click > next to Local Policies.
w | Windows Settings —————
| Name Resolution Policy
= Scripts (Startup/Shutdown)
= Deployed Printers
v i Security Settings #—————
Ea Account Policies
fﬂ Local Policies
| EventLog
_5 Restricted Groups
7 System Services
& Registry
“, File System
:__.“J Wired Metwork (I[EEE 802.3) Policies
1 Windows Firewall with Advanced Security
| Metwork List Manager Policies
;‘j Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Pelicies
| Application Control Policies
‘g IP Security Policies on Active Directory (SUBDOMAIN.YOURDOMAINNAME.ORG)
| Advanced Audit Policy Configuration
ol Policy-based Qo5
| Administrative Templates: Policy definitions (ADMX files) retrieved from the local compute

| Preferences

~ b, User Configuration
| Policies
| Preferences
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= Default Domain Policy [YOURSERVERNAME.SUBDOMAIN.YOURDOMAINN
~ (& Computer Configuration
w || Policies
Software Settings
w || Windows Settings
| Name Resolution Policy
|2} Seripts (Startup/Shutdown)
= Deployed Printers
w T Security Settings
H Account Policies
v | Local Policies
i Audit Policy
13| User Rights Assignment
1 Security Options
i Eventlog
o, Restricted Groups
o System Services
o Registry
o, File System
T Wired Network (IEEE 802.3) Policies
| Windows Firewall with Acvanced Security
| MNetwork List Manager Policies
L Wireless Network (IEEE 802,11) Policies
| Public Key Palicies
| Software Restriction Policies
| Application Control Palicies
8 1P Security Policies on Active Directory (SUBDOMAIN.YC
w || Advanced Audit Policy Configuration
18y Audit Policies
wli Policy-based QoS
~| Administrative Templates: Policy definitions (ADMX files) retries
| Preferences
w i, User Configuration
| Policies
| Preferences

oy

Policy
L Accounts: Administrator account status
1) Accounts: Block Microsoft accounts
1 Accounts: Guest account status
Jo| Accounts: Limit local account use of blank passwords to co..
Ly Accounts: Rename administrator account
L Accounts: Rename guest account
() Audit: Audit the access of global system objects
L Audit: Audit the use of Backup and Restore privilege
L Audit: Force audit policy subcategory settings (Windows Vis,.,
L] Audit: Shut down system immaediately if unable to log secur...
e DCOM: Machine Access Restrictions in Security Descriptor D..,
1, DCOM: Machine Launch Restrictions in Security Descriptor ..,
| Devices: Allow undock without having to log on
L Devices: Allowed to format and eject removable media
2 Devices: Prevent users from installing printer drivers
Ui Devices: Restrict CD-ROM access to locally logged-on user ..,
1i| Devices: Restrict floppy access to locally logged-on user only
;| Domain controller: Allow server operators to schedule tasks
4| Domain controller: LDAP server signing requirements
.| Domain controller: Refuse machine account password chan...
L) Domain member: Digitally encrypt or sign secure channel d..,
1| Domain member: Digitally encrypt secure channel data (wh..,
.| Domain member: Digitally sign secure channel data (when ..,
1) Domain member: Disable machine account password chan..,
11, Domain member: Maximum machine account password age
1) Domain member: Require strong (Windows 2000 or later) se..,
iy Interactive logon: Display user information when the session..,
|| Interactive logon: Do not display last user name
14| Interactive logon: Do not require CTRL+ALT+DEL
.| Interactive logon: Machine account lockout threshold
1| Interactive logon: Machine inactivity limit
Js| Interactive logon: Message text for users attempting to log on
1 Interactive logon: Message title for users attempting to log on
1) Interactive logon: Number of previous logons to cache (in c..,
.y} Interactive logon: Prompt user to change password before e...
1| Interactive logon: Require Domain Controller authentication...

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined W

4. Click Security Options to view the options for this policy in the frame on the right.
a. There are 96 options available in the Security Options policy.
b. Most of these options are Not Defined; however, Not Defined options will automatically assume
the default setting designated in the Explain tab of the Properties.
c. The following are Defined by default:
i. Network access: Allow anonymous DIS/name translation — Disabled
ii. Network security: Do not store LAN Manager hash value on next password change —

Enabled

iii. Network security: Force logoff when logon hours expire — Disabled

d. Any options Defined in this policy will be applied to any computer in this domain that is linked to

this Group Policy Object. The settings configured here via Active Directory Group Policy will

overwrite any matching local security policy settings. When a local setting is inaccessible, that

means a GPO is controlling that setting.

e. Research each option and Define only the options that are acceptable and useful to your

organization. TEST ALL CHANGES THOROUGLY PRIOR TO IMPLEMENTATION!

f. It is imperative to balance security settings and functionality.
5. Use the following settings as the minimum security for a domain controller. Although some of these
options may technically be set as desired by their default status, explicitly defining them allows you to see

their configuration at a glance.

a. Accounts: Limit local account use of blank passwords to console logon only — Enabled
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b. Devices: Restrict CD-ROM access to locally logged-on user only — Enabled

c. Devices: Restrict floppy access to locally logged-on user only — Enabled

d. Interactive logon: Do not display last user name — Enabled

e. Interactive logon: Message text for users attempting to log on — Unauthorized Access is
Prohibited! [Include AUP]

f. Interactive logon: Message title for users attempting to log on — Warning!

g. Network access: Do not allow anonymous enumeration of SAM accounts — Enabled

h. Network access: Do not allow anonymous enumeration of SAM accounts and shares — Enabled
i. Network access: Do not allow storage of credentials or .NET Passports for network authentication
— Enabled

j- Network access: Let Everyone permissions apply to anonymous users — Disabled

k. Network security: LAN Manager authentication level — Send NTLMv2 response only

I. Shutdown: Allow system to be shut down without having to log on — Disabled

m. System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Links) —
Enabled
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Security Policy Setting  Explain Securty Policy Setting  Explain
'{i‘ Accourts: Limit local account use of blank passwords to consola

Accounts; Limit local account use of blank passwords to console logon ortly

logan only
[ ] Define this policy setting:
This securty setting determines whether local accourts that are

not password protected can be used to log an from locations Enabled
other than the physical computer console. f enabled, local

accounts that are not password protected will anly be able to log Disabled
on at the computers keyboard,

Default: Enabled.

Waming:

Computers that are not in physically secure locations should
always erforce strong password policies for all local user
accounts, Otherwise, anyone with physical access o the
computer can log on by using a user account that does not have
a password, This is especially important for portable computers,

If you apply this securty policy to the Evenyone group, no ane will
be able to log on through Remote Desktop Services

Notes

Far mare infarmation about securty policy and related Windows
features, sas tha Microsaft wabaiie,

0K Cancel Aty oK Cancel Agspaly

6. Double-click each option you want to edit, to open the Properties.
a. For additional explanation of an option, click the Explain tab.
b. If you want to enable an option, from the Security Policy Setting tab, check the box to Define
these policy settings:
c. Click OK to commit your settings.
d. Continue editing the options you need until all settings are defined according to your Security
Palicy.

NOTES:
o Denying access to anonymous information could cause problems with legacy systems or

applications, test prior to implementing these changes.

Minimal settings should be used only if necessary.

Always restrict blank passwords.

Always require a person to login prior to shutting the machine down for accountability.

Not displaying the last user name makes it more difficult for local users to attempt to guess other
user account information.

o O O O

When finished working with the Default Domain policy, remove the user account you added when you
began this section from the Domain Admins Security Group.
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EVENT LOG POLICIES
Review the following information to customize your Event Log Policies:

Recommended Settings for Event Log Sizes in Windows
https://support.microsoft.com/en-us/help/957662/recommended-settings-for-event-log-sizes-in-windows

Back Up & Clear Your Event Logs with Windows Powershell
https://technet.microsoft.com/en-us/library/2009.07.heyscriptingguy.aspx

Event Log
https://technet.microsoft.com/en-us/library/dd349798.aspx

1. If you are not already at the GPME pictured below, follow the instructions under Group Policy
Management above.

i}

File Action View Help
L Al (IEREY

=/ Default Demain Policy [YOURSERVERMAME.SUBDOMAIN YOURDOMAINNAME.ORG] Policy
L Computer Configuration

w || Policies «#
| Software Settings
w [ Windows Settings st————
| Name Resolution Policy
=] Scripts (Startup/Shutdown)
m= Deployed Printers
~ T Security Settings ————
EE] Account Policies
] Local Policies
| Eventleg
' Restricted Groups

& System Services
5 Registry
5 File System
iu‘j Wired MNetwork (|EEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
_;;@‘ Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
@ IP Security Policies on Active Directory (SUBDOMAIN.YCOURDOMAINMAME.ORG)
| Advanced Audit Policy Cenfiguration
ali Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files) retrieved from the local compute
| Preferences
v i, User Configuration
| Policies
| Preferences

2. In the Console Tree, under Computer Configuration, click > next to Policies & Windows Settings &
Security Settings, expanding each container.
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=] Group Policy Management Editor w5 O x

File Action View Help

e | 2E = HE

=] Default Domain Policy [VOURSERVERNAME.SUBDOMAIN.YOURDOMAINN | pojicy Policy Setting
v i Ccn;prt_er Gonfiguration 1 Maximum application log size Not Defined
Bz ¢ I;Iiiw Satl 1o Maximum security log size Mot Defined
y \"? dare Set:]g- 1| Maximum system log size Not Defined
v indows Settings
—_— Resulation Policy 1 Prevent local guests group from accessing application log Mot Defined
£} Scripts (Startup/Shutdown) | Prevent local guests group from access?ng security log Mot Defined
e Deployed Printers ) Prevent local guests group from accessing system log MNot Defined
v T Security Settings . Retain application log Mot Defined
3 Account Policies 1 Retain security log Mot Defined
j.l Local Policies .| Retain system log Not Defined
J| Eventlog 1s| Retention method for application log Mot Defined
i Restricted Groups J Retention method for security log Not Defined
1 System Services .| Retention method for system log Not Defined

1, Registry
o File System

3. Click on Event Log.

4. From the right-hand pane, double-click each option you want to edit, to open the Properties.
a. For explanation of an option, click the Explain tab.
b. To enable an option, from the Security Policy tab, check the box to Define this policy setting:
c. Click OK to commit your settings.
d. Continue editing the options you need until all settings are defined according to your Security
Policy. Below are base recommended settings.

~

Policy Palicy Setting
[ Maximum application log size 16384 kilobytes
o Maximum security log size 16384 kilobytes
o Maximum system log size 16384 kilobytes
1| Prevent local guests group from accessing application log Enabled

1| Prevent local guests group from accessing security log Enabled

11 Prevent local guests group from accessing system log Enabled

1| Retain application log 7 days
| Retain security log 7 days

4 Retain systern log 7 days
. Retention method for application log By days

;| Retention method for security log By days

1, Retention method for system log By days

NOTES:

o You can calculate a reasonable log size by multiplying the average event size by the average
number of events per month, assuming that you back your logs up on a monthly schedule.

o The average event takes up about 500 bytes within each log, and the log file sizes must be a
multiple of 64 KB.

o Default Windows 2003 log size was 16384 kB. When you enable the Maximum log sizes for each
type, the field populates with 16384 kB.

o If you set the log files too large you may run out of disk space. So, you will need to consider your
hardware and available storage when configuring your settings.

o Prevent guest access to ALL logs — ONLY Affects Servers Earlier than Windows 2003.

o When you set the Retention method for each log type to Overwrite by days, the Retain policy is
enabled and defaults to 7 days.

When finished working with the Default Domain policy, remove the user account you added when
vou began this section from the Domain Admins Security Group.
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RESTRICTED GROUPS
Review the following information to customize your Restricted Groups policy.

Description of Group Policy Restricted Groups
https://support.microsoft.com/en-us/help/279301/description-of-group-policy-restricted-groups

Restricted Groups
https://technet.microsoft.com/en-us/library/cc957640.aspx

Manage Local Active Directory Groups using Group Policy Restricted Groups
https://www.petri.com/manage-local-active-directory-groups-using-group-policy-restricted-groups

Implementing Least-Privilege Administrative Models
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/implementing-
least-privilege-administrative-models

Create a New Security Group to Manage Workstations & Member Servers
1. Open Active Directory Users and Computers from the Server Manager Tools Menu.

] Active Directory Users and Computers Mew Object - Group X
File Action View Help
e 2@ J/0/XEd=z HmETaErah

] Active Directory Users and Computers [Yourservername.subdomain.yourdomainname.org]

ﬂ!} Createin:  subdomain, yourdomainname, org/Users

| Saved Queries

w ,%;J subdomainyourdomainname.org Group name:
i Builtin | Workstation Admins |
| Computers
il Domain Contrallers: Group name (pre-Windows 2000):
| ForeignSecurityPrincipals - =
| Keys | Workstation Admins |

| LostAndFound
| Managed Service Accounts Group scope Group type
] zrotgram Data () Domain local (®) Security
: U):":m (®) Global () Distribution
NTD Delegate Control... O Universal
| TPM Find...
New > Computer
All Tasks > Contact _
m- Cancel
View » Group i
T inEtQigkeron 3. Type in the Group name: <Group name>
Export List s kil a. Leave the default Group Scope and
msDS-ResourcePropertylist G r T e
Properties msDS-ShadowPrincipalContainer oup lyp
Help mslmaging-P5Ps b CI'Ck OK

MSMQ Queue Alias
Printer
User

Shared Folder

| Create a new object...

2. Right-Click on the Users Container on the left.
a. Mouse over New >
b. Click Group.
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Add Administrative Users to the New Security Group
1. Open Active Directory Users and Computers from the Server Manager Tools Menu.
2. Click on the Users Container on the left.

A D aETEHR

General Membe; Member Of  Managed By

Members:
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MName

&Administratu:ur

:%Cert Publishers
:%Clnneahle Domain Controllers
E.;Default.ﬂ«ccount

:%Dns.ﬂ«dmins
%DnsUpdateF‘rox}r
:%Domain Admins
%Domain Computers
:%Domain Controllers
%Domain Guests
:%Domain Users
%Enterprise Admins
:%Enterprise Key Admins

:%Graup Policy Creator Owners

:%Allcuwed RODC Password Repli...

:%Denied RODC Password Replic...

:%Enterprise Read-only Domain ..

Type
User

Security Group...
Security Group..,
Security Group...

User

Security Group...
Security Group..,
Security Group...
Security Group..,
Security Group...
Security Group..,
Security Group..,
Security Group..
Security Group..,
Security Group...
Security Group..,
Security Group...

5 Guest User
:%KeyAdmins Security Groug
:%F'rntected Users Security Groug
:% RAS and IAS Servers Security Groug
:%Read-u:unl)r Domain Contrellers Security Groug
%Schema Admins Security Groug
&Jane Citizen . User
|%Wnrkstatinn Admins (3) Security Grou;}

Descrip
Built-in
Membe
Mernbe
Membe
A user g
Membe
DMS Ag
DMS cli
Designi
All worl
All dor
All dorr

Mame

Active Directory Domain Services Folder

All dorr
Designi
Mernkbe
Mernbe
Mernkbe
Built-in

Add...

o)

Remove

0

Cancel Apply

Select this object type:

|L|sers. Service Accounts, Groups, or Other objects

| Object Types ...

From this location:

subdomain yourdomainname .org

| Locations. ..

Enter the object names to select (examples):

©

Advanced...

Jane Citizen ({jancit@subdomain yourdomainname .org)

Check Mames

©

OK Cancel

3. In the right-hand pane, double-click on the Workstation Admins Security Group to open the Properties.
a. Click on the Members tab.

b. Click Add...

c. Type a portion of the username in the Object names to select box.
d. Click Check Names, and if the name is found, it will auto complete in the Object names box.
e. Click OK in the Select Users... box.
f. Click OK in the Workstation Admin Properties box.
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1. If you are not already at the GPME pictured below, follow the instructions under Group Policy

Management above.

5l Group Policy Management Editor
File Action VYiew Help

L Ao IENEYN *Ro:

=/ Default Demain Policy [YOURSERVERMNAME.SUBDOMAIN YOURDOMAINNAME.ORG] Policy
L Computer Configuration

w || Policies -
| Software Settings
w [ | Windows Settings st————
| Name Resolution Palicy
| Scripts (Startup/Shutdown)
= Deployed Printers
~ T Security Settings —————
EC:] Account Policies
| Local Policies
ﬁ Event Log
' Restricted Groups
4 System Services
5 Registry
5 File System
iu‘j' Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
_;;@‘ Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Active Directory (SUBDOMAIN.YCOURDOMAINMAME.ORG)
| Advanced Audit Policy Cenfiguration
wli Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files) retrieved from the local compute

| Preferences

v i, User Configuration
"~ Policies
" Preferences

2. In the Console Tree, under Computer Configuration, click > next to Policies & Windows Settings &

Security Settings, expanding each container.
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=l Group Policy Management Editor
File Action View Help

e a@EXe @
— 3. Right-click on Restricted Groups.
| Default Dornain Policy [VOURSERVERNAME. SUBDOMAIN.YOURD 4. Click on Add Group...

v ‘ﬁ- Computer Configuration

+ | | Policies
| Software Settings
w || Windows Settings
| Mame Resolution Policy
|| Seripts (Startup/Shutdown)
= Deployed Printers
~ h Security Settings
‘,3 Account Policies
Jl Local Policies
jj Event Log

o} Restricted Groups
3 Open

o, Systermn Services
i Registry
f File System Copy

Tnf Wired Network (IE
| Windows Firewall
| Metwork List Man View »

il Wireless MNetwork

Paste

Public Key Policie Bk Lisk
| Software Restricti Help
5.You can Add the Group in one of two
i ways:
(rov: a. Add Group
| Adminstrators Browse . i. Group: Type the <Group
| Name>. This does not have to be a
Group that already exists in Active
oK Caricel Directory, but we are Adding the (Local)
, : Administrators Group. [Notice that the
Select Groups % Object name is not preceded by <domain
name>\Administrators.]
Select this object type: ii. Click OK.
|Gn=upa or Built4n security principals ‘ Object Types... b. Select Groups box
From this location: 5 i. From the Add Group box, click
= rowse.
|subdnmaln.:.-nurdnmalnnamu.nrg ‘ Locations. .. i In the Select GI’OUpS box,
Ertter the object names to select (mamples). under Enter the object names to select:
Administrators Check Names type the <Group Name>. When you use

the Select Groups box, the Group Name
should already exist in Active Directory.
iii. Click Check Names.
AV i iv. Once the name is resolved
and underlined, Click OK.
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Canfios Maniiaesic o cmtiest 6. The Administrators Properties then launches to
R o B S Configure Membership for Administrators.
Members of this group: 7. Click Add... next to Members of this group:
This group should contain no members Add...

This group is & member of:

The groups to which this group belangs Add. .
alal ||-.= ot i.l" mo hlu---l
0K Cancel Apply
Add Member X
8. You can Add Member one of two ways:
Members of this group a. Add Member
‘EUEDOMAIN"—;Dumain Admins | Browse ... i. Members of this group, Type
the <Group Name>. When typing the
name, the group does not need to exist
in active directory.
Cancel ii. Click OK.
Select Users, Service Accounts, or Groups > b SeIeCt UserS, SerViCE ACCOU”tS, or
Groups
Select this object type: i. From the Add Member box,
|Users. Service Accounts, Groups, or Built-in security principals | Object Types... C“Ck Browse. B
From this location: ii. In the Select Groups box,
|subdomain yourdomainname org || Locations... under Enter the object names to select:
Enter the object names to select (sxamples): type the <Gr0up Name>. When yOU use
Domain Admins e — the Select Groups box, the Group Name
should already exist in Active Directory.
iii. Click Check Names.
iv. Once the name is resolved
Ad ed... 0K Cancel . .
= L] = and underlined, Click OK.
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Administrators Properties 7 x
9. Before we are finished Configuring Membership for
Corfigure Membership for Administrators Administrators, use the example above to make sure
_ . the Domain and Workstation Admins Security Groups
Members thhl.s group: are added.
SLono i pomein Admins [ Add. | a. The Domain Admins Group needs to remain
T included in the Local Administrators Group for

supportability and disaster recovery, so we are using
this policy to enforce that recommendation.

b. Any user we add to the Workstation Admins
group will be a Local Administrator on all of the domain
member servers and workstations.

This group is @ member of: c. This policy does not prevent an account from
<The groups to which this group belongs Add... being added to the Local Administrators Group, but
should not be modified: . . . .

every time Group Policy is applied or refreshed, any
accounts added will be overwritten. The Local Admin
Group will only contain the Groups or Users that you
add here.

d. This setting can be used for any default
installed groups and also for custom groups.

e. Click OK.

QK Cancel Apply

When finished working with the Default Domain policy, remove the user account you added when
you began this section from the Domain Admins Security Group.
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SYSTEM SERVICES
Review the following information to customize your System Services:

Guidance on disabling system services on Windows Server 2016 with Desktop Experience
https://docs.microsoft.com/en-us/windows-server/security/windows-services/security-quidelines-for-
disabling-system-services-in-windows-server
This article includes a downloadable spreadsheet of services:
https://msdnshared.blob.core.windows.net/media/2017/05/Service-management-WS2016.xlIsx

Per-User Services in Windows 10 and Windows Server
https://docs.microsoft.com/en-us/windows/application-management/per-user-services-in-windows

Access Control and Authorization Overview
https://technet.microsoft.com/en-us/library/jj134043(v=ws.11).aspx

1. If you are not already at the GPME pictured below, follow the instructions under Group Policy
Management above. Remember that in this exercise, you are editing the Default Domain Policy, which
affects all domain workstations. You might consider separating any System Services GPO’s, categorized
by Service Startup Mode and the Users or Groups who can edit them.

£l Group Policy Management Edito
Fle Action View Help 2. In the Console Tree, under Computer
P TENEY Configuration, click > next to Policies &

Windows Settings & Security Settings,

=/ Default Demain Policy [YOURSERVERNAME.SUBDOMAIN.YOURDOMAINMNAME.ORG] Policy . .
c e expanding each container.
L Cormputer Configuration

w || Policies
| Software Settings
~ || Windows Settings #———
| Name Resolution Policy
(=] Scripts (Startup/Shutdown)
== Deployed Printers
~ T Security Settings ————
;l::] Account Policies
] Local Policies
| Eventlog
4 Restricted Groups

& System Services
4 Registry
5 File System

f__,'.J Wired Network (I[EEE 802.3) Policies
1 Windows Firewall with Advanced Security
| Metwork List Manager Policies

_zligf Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
| Application Centrol Policies

@ IP Security Policies on Active Directory (SUBDOMAIN.YOURDOMAINNAME.ORG)
| Advanced Audit Policy Cenfiguration

uliy Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files) retrieved from the local compute

| Preferences
v i, User Configuration
"~ Policies
| Preferences
< >
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\=[ Default Demain Policy [YOURSERVERNAME.SUBDOMAIN.YQI
w e Computer Configuration
w || Policies
| Software Settings
w [ ] Windows Settings
~| Name Resolution Policy
| Seripts (Startup/Shutdown)
== Deployed Printers
w -ﬁ Security Settings
= Account Policies
j Local Policies
5| Eventlog
7 Restricted Groups
1 System Services
1 Registry
1 File System
i_.;’ Wired MNetwork (|EEE 802.3) Policies
| Windows Firewall with Advanced Security
| Network List Manager Policies
:;ng Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
~| Software Restriction Policies
_| Application Control Policies
g IP Security Policies on Active Directory (SUE
| Advanced Audit Policy Configuration
wlii Policy-based QoS
| Administrative Templates: Policy definitions (ADM

| Preferences
v ¥, User Configuration
| Policies
| Preferences
£ >

-~
Service Name

'E:)Acti\re Directory Domain Services
'E:)Active Directory Web Services
3 ActiveX Installer (AxinstSy)
'ﬁ:}AIIJo}rn Router Service

'E:)App Readiness

'E:)Application Identity

'E:)Application Information
ﬁ)AppIication Layer Gateway Service
'E:)Application Management

'E:)App)( Deployment Service (AppXSVC)
'E:‘H-\uto Time Zone Updater
'E:)Eackgrc-und Intelligent Transfer Service
ﬁ:‘k Background Tasks Infrastructure Service
'E:)Base Filtering Engine

'E:)Bluetooth Support Service

{3 CDPUserSve_10072b

'E:)Certiﬁcate Propagation

ﬁ;&CIient License Service (ClipSVC)

{31 CNG Key Isolation

ﬁ:‘lCOM+ Event Systern

'E:)COIVH System Application
ﬁ;&Computer Browser

ﬁ:}Connected Devices Platform Service
'E:)Connected User Experiences and Telemetry
{3 Contact Data_10078b
'E:)Cc-rel'\flessaging

ﬁ;&CredentiaI Manager

'E:)Cr}rptographic Services

'E:)Data Sharing Service
ﬁ:‘lDataCo|IectionF'ub|i5hingSer\rice

Startup

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Permission =

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined v

3. Click on System Services.

4. From the right-hand pane, double-click each option you want to edit, to open the Properties. Refer to the

Guidance link on the previous page for Microsoft recommendations.
a. Test the impact of each System Service policy you configure prior to implementing in your

domain!!

b. From the Security Policy Setting tab, check the box to Define this policy setting
c. Select the service startup mode:

i. Automatic — Starts when the OS boots. It can gracefully shutdown when it is no longer

needed by the system or an application, and can be triggered again when requested.
ii. Manual — Starts when triggered by an application

iii. Disabled — Will not start when the OS boots, and cannot be triggered by any applications.

d. The default permissions for each Defined policy setting includes:

i. SYSTEM — Full Control

ii. Administrators (<Subdomain>\Administrators) — Full Control

iii. Interactive — Read only

e. Click OK to commit your settings.
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System Services Example Configuration
Windows Event Collector

Service This service manages persistent subscriptions to events from remote sources that support WS-

description Management protocol. This includes Windows Vista event logs, hardware and |PMI-enabled event
sources. The service stores forwarded events in a local Event Log. If this service is stopped or disabled
event subscriptions cannot be created and forwarded events cannot be accepted.

Service name Wecsvc

Installation Always installed

StartType Manual

Recommendation Do not disable

Comments Collects ETW events (including security events) for manageability, diagnostics. Lots of features and third-

party tools rely on it, including security audit tools

5. In this example, we will configure the Windows Error Reporting Service, to prevent it from being disabled
by a domain user.

Securty Policy Setting

::%' Windows Event Collector

Define this policy setting
Select service startup mode:
(@) Automatic
() Manual
() Disabled

Edit Security...

(0]:4 Cancel Apply

a. From the Service Name column, double-click on the Windows Event Collector to open the
Properties.
b. Click the box to Define this policy setting.
c. Change the radio button under Select service startup mode: to Automatic.
d. Click Apply.
6. All System Service Properties offer options to define User and Group permissions.
a. From the <Service> Properties, click Edit Security...
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Security for Windows Event Collector ? X
Security
(Group or user names:
ER SYSTEM
SR Administrators (SUBDOMAIN'Administrators)
ER INTERACTIVE
Add... Remowe
Permissions for SYSTEM Allow Dery
Full Cortrl (.
Read [l
Start, stop and pause ]
Write O
Delete O W
For special pemissions or advanced settings, Aefremsced
click Advanced.
QK Cancel Apphy

b. In the Security for <Service> box, Click Add...

Sele ers, Co ers, Service A nts, or Groups >
Select this object type:

|Users. Groups, or Builtin securty principals ‘ Object Types...
From this location:

|subdomain.yourdomainname.org ‘ Locations...
Enterthe object names to select {examples):

Users Check MNames

Advanced. . QK Cancel

c. Type a portion of the username in the Object names to select box.
d. Click Check Names, and if the name is found, it will auto complete in the Object names box.
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i. If you have trouble locating the

Select this object type: User or Group, you can click
|User5,Group5, ar Builtin securty principals | Object Types... Advanced for additional SearCh
From this location: OptionS.
|5ubdomain.yourdomainname.org | Locations... ” In the Select Users
Common Queries Computers, Service Accounts, or
Nome. e o Columms... Groups Advanced Search
- dialogue select from the Name:
Stats wih L drop-down, Starts with or Is
Disabled accounts Stop exactly. Then type the name or
Non expiring password partial name into the Name: field,
£ and click Find Now.
iii. Alternatively, you can simply
click Find Now to see a complete
S — E— list _of the User and Group
EaEn s options for your domain.
Name E-Mail ...  Description In Folder N iV SeleCt either the name yOU
%Access Control Assistance Operators subdomain yourdomainname. org/Builtin :
%Accourrt Qperators subdomain yourdomainname.org/Buittin SearChed or that yOU browse(_j for
%Administlators subdomain yourdomainname. org./Buittin from the Search results: section.
%Nlowed RODC Password Replication Gr... Members in this group ... subdomain yourdomainname.org/Users V. C||Ck OK
E?ANONYMOUS LOGON
E?Al.rlherrticated Users
%’Al.rlhenﬁcation authority asserted identity
% Backup Operators subdomain yourdomainname. org/Builtin
2 paTcH
%Cert Publishers Members of this group ... subdomain yourdomainname.org/Users "
e. Click OK in the remaining Select Users... box.
7. All System Service Properties also have the option to
Security configure Auditing.
(Group or user names: a. From the Security for <Service> dialogue, click
S8 SYSTEM Advanced.

82 Administrators (SUBDOMAIN Administrators)
HE INTERACTIVE

2 Users (SUEDOMAINUsers)
Add. .. Remowve

Permissions for Users Allow Dery

Full Control | g =~

Read O [l

Start, stop and pause O

Write ] O

Delete O O -
For special pemissions or advanced settings, Acfremsced
click Advanced.

oK Cancel Apply
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O 4

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access
£ Deny Users (SUBDOMAINY Users) Start, stop and pause
BB Allow  SYSTEM Full Control
EB Allow  Administrators (SUBDOMAIN\Administrato..  Full Control
S Allow  INTERACTIVE Read

b. Click on the Auditing tab.

Permissions Auditing

Inherited from
Mone
None
MNone
MNone

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from
& Fail Everyone Full Control MNone
Add Remove Edit
Cancel Apply
c. Click Add.
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Auditing Entry fo ndows Event Collecto O

Principal:  Select a principal d C“Ck Select
Type: Success a principal.

Basic permissions: Show advanced permissions
Full Control

Read

Start, stop and pause

Write

Delete

Special permissions

Clear all

oK Cancel

ce Account, or Group “e. Enter the object name and click Check

o Names or Click Advanced to search.
Select this object type:

— —— f. Click OK.
|User. Group, or Builtin security principal | Object Types...
From this location:
‘subdomain.'_.rourdomainname.nrg ‘ Locations...
Enter the object name to select (examples):
Lsers Check Names
Advanced... QK Cancel
g. Change the Type:
Principal:  Users (SUEDOMAIN' Users)  Select a principal drop-down to Fa”
e |Fal v Now when someone
from the User Group
Basic permissions: Show advanced permissions attempts and .
(el Control subsequently fails to
[Read change the Windows
[ 5tart, stop and pause
e Event Collector
[ Delete service, the event will

special permissions be |Ogged

Clearall

NOTE: Since the User Group is set to Deny, only failures can be logged.
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h. In the image above, notice on the right, the option to Show advanced permissions. Click to

configure the following additional options:
i. Query Template
ii. Change Template
ii. Query Status
iv. Enumerate Dependents
v. Interrogate
vi. User-defined control
vii. Change permissions
viii. Take ownership

i. When you are finished with your Auditing configurations, click OK.
j. Click OK in the Advanced Security Setting for Windows Event Collector dialogue.
k. Click OK in the Security for Windows Event Collector dialogue.

You are setting a deny permissions entry. Deny entries take precedence
! over allow entries, This means that if a user is a member of two groups,

one that is allowed a permission and another that is denied the same

permission, the user is denied that permission.

Do you want to continue?

Yes MNo

8. When you configure deny permissions, you will
receive this message. Click Yes to Continue.

Security Pelicy

You are about to change the security settings for this service, Changing
the default security for the service could cause problems due to
inconsistent configuration between this service and other services that
rely on it.

Do you want to continue?

| Yes | | Mo I

9. When you add or remove users or groups from
the security settings, you will receive this
message. Click Yes to continue.

Service Mame Startup Permission ) )
o . _ _ 10. The System Services list updates
'E:}Wmdnws Connection Manager Mot Defined Mot Defined to reflect the changes.
'ﬁ:}Windnws Defender Metwork Inspection Ser... Mot Defined Mot Defined
'E?:_}Windl:uws Defender Service Mot Defined Mot Defined o ] ]
'E:}Windnws Driver Foundation - User-mode ... Mot Defined Mot Defined When fImSheq work_lng with the
'E:}Windnws Encrypticn Provider Host Service Mot Defined Mot Defined Default Domain po“dcg’ (;en::)ﬂ
'f?jWindl:-ws Error Reporting Service Mot Defined Mot Defined user accc_)unt VQU added when you
. : . began this section from the
'E:)Wmdnws Event Collector Automatic Configured Domain Admins Security Grou
'f?:}Windu:uws Event Log Mot Defined Mot Defined . =
'E:}Windn:-ws Firewall Mot Defined Mot Defined
[ = - . - - . - - - - . - - - .
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REGISTRY POLICIES

1. If you are not already at the GPME pictured below, follow the instructions under Group Policy

Management above.

File Action View Help

&= |F E= HE

=/ Default Demain Policy [YOURSERVERNAME.SUBDOMAIN.YOURDOMAINMNAME.ORG] Policy
L Computer Configuration

w || Policiez
| Software Settings
w [ ] Windows Settings #—————
| Name Resolution Policy
| Scripts (Startup/Shutdown)
= Deployed Printers
w i-' Security Settings s—————
153 Account Policies
ﬁ Local Policies
| Eventlog
4 Restricted Groups
4 System Services
4 Registry
4 File System
:_nj' Wired MNetwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
_;;.gj Wireless Metwork (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Active Directory (SUBDOMAIN.YOURDOMAINMNAME.ORG)
| Advanced Audit Policy Cenfiguration
ol Policy-based QoS
| Administrative Templates: Policy definitions (ADMX files] retrieved from the local compute

| Preferences

v %, User Configuration
" Policies
| Preferences

2. In the Console Tree, under Computer Configuration, click > next to Policies & Windows Settings &

Security Settings, expanding each container.
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=] Default Domain Pelicy [YOURSERVERNAME.SUEDOMA
~ (& Computer Cenfiguration
w || Policies
| Software Settings
w [ Windows Settings
| Mame Resolution Policy
\&] Scripts (Startup,/Shutdown)
= Deployed Printers
v T Security Settings
EE] Account Policies
_:ﬂ Local Policies
| Event Log
‘A Restricted Groups
‘ System Services

5 Registry
1, File Syst Open
f_';'J‘ Wired Id Add KE’_‘{...
“ Window Co
| Metworl Py
Zaff Wireless Paste
_: Public K View N
| Softwan
| Applicat Export List...
@ IP Secur
: Hel
“| Advanci =l

3. Right-click on Registry and select Add
Key...
4. You will see 3 registry groups

a. CLASSES_ROOT

b. MACHINE

c. USERS

for MACHINEVSOFTWAREWM ? »
Securty

GI'GILIPI Qr User names:

ALL APPLICATION PACKAGES

SR CREATOR OWNER

& SYSTEM

£ Administrators (SUBDOMAIN'Administrators)
SR Users {(SUBDOMAIN' Users)

Add... Remove

Permissions for Administrators Allow

Dery
Full Cortrol O
Read O

Special permissions

For special pemissions or advanced settings,

click Advanced. Advanced

QK Cancel Apply

MOREnet 2
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Registry:

'3 PreviewHandlers

H- -:h_L' Property System
j---:h_L' Prosdmity

F-37 PushMotfications
J—Zh_‘_‘ Reliability

'a Run

n RunOnce

7 Search

7 SecondaryAuthFactor
-8 Securty and Maintenance
i3 SettingSync

F-Fqn Setup

oy IO IO pry A |

"

=l

Selected key:

‘ MACHINENSOFTWARE\Microsoft \Windows \Cument Version.Run

oK

5. Expand +MACHINE +SOFTWARE +Microsoft
+Windows +CurrentVersion
6. Click on Run.

7. As you expand, the path will appear under Selected

key:
8. Click OK.
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10. In this exercise, we will configure Auditing for the Registry Run Key & its Subkeys.
a. In the Advanced Security Settings, click the Auditing tab.

Advanced Security Settings for MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run O >

Owner: Unable to display current owner. Change

Permissions Auditing

For additional information, double-click an audit entry, To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to

Add Remowve View
Disable inheritance

oK Cancel Apply

b. Click Add.
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Principal:  Select a principal
Type: Success

Appliesto: | This object and child objects

Basic permissions:

Full Control
Read

Special permissions

Only apply these auditing settings to objects and/or centainers within this container

Select User, Computer, Service Account, or Group >

Select this object type:

|User. Group, or Built-in securty principal | Object Types...

From thig location:

|subdomain.Yourdomainname.org | Locations...

Enter the object name to select (examples):

Administrators Check Names
Advanced... Cancel

c. In the Auditing Entry dialogue, click Select a principal.

d. In the Select User, Enter the object name box, Type Administrators.

e. Click Check Names

f. Click OK.
Principal  Adrministrators (SUBDOMAIN\Administrators)  Select a principal
Type: Success v
Applies to: | This object and child objects ~

Basic permissions:
[J Full Control
[JRead

Special permissions

] Only apply these auditing settings to objects and/or containers within this container

11. Back at the Auditing Entry dialogue, click Show advanced permissions.
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Show advanced permissions

Clear all
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Principal:  Administrators (SUBDOMAIN\Administrators)  Select a principal
Type: Success ~

Applies to: | This key and subkeys o

Advanced permissions:

[1Full Contrel [] Create Link

Query Value Delete

[ Set Value [1Read permissions
[] Create Subkey [#] Change permissions
Enumerate Subkeys Take ownership

[] Notify

[[] Only apply these auditing settings to objects and/or containers within this container

a. Check the following:
i. Query Value
ii. Set Value
ii. Create Subkey
iv. Enumerate Subkeys
v. Delete
vi. Change permissions
vii. Take ownership
b. Change the Type: drop-down to Success

c. Change the Applies to: drop-down to This key and subkeys

MOREnet X
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Show basic permissions

Clear all

d. Now when someone from the Domain Level Administrators Group attempts and successfully

changes the Local Machine Run key, the event will be logged.

e. Click OK.

f. This window will close, leaving the Database Security dialogue. Click OK.
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_ X .
Add Object 12. Add Object launches.

MACHINE\SOFTWARE \Microsoft\Windows'CumentVersion'Fur @ Configure this key then
= i. Default - Propagate inheritable permissions to alll

(®) Corfigure this key then SL{kayS . .. .
ii. Replace existing permissions on all subkeys with
(®) Propagate inheritable pemmissions to all subkeys inheritable permissions
b. Do not allow permissions on this key to be replaced.
O Hepl_ac_e existing pemissions on all subkeys with inheritable c. Click OK.
PEMISSIONS

(") Do not allow permissions on this key to be replaced

| Edit Securty.. |

QK Cancel

Object Mame
* MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersionRun

13. In the GPME > Computer Config > Windows Settings > Security Settings, when you click on Registry

the keys where you have configured permissions or auditing will appear in the left-hand pane under Object
Name.

NOTES:
Aevanced AlLH OFTWA O >
Owner: Unable to display current owner.  Change
Permissions Auditing

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SR Allow  Administrators (SUBDOMAIN...  Full Control MNone This key and subkeys
H2 Allow  CREATOR OWNER Full Control MNone Subkeys only
HR Allow  SYSTEM Full Control None This key and subkeys
SR Allow  Users (SUBDOMAIN\Users) Read Mone This key and subkeys
Allow  ALL APPLICATION PACKAGES  Read MNone This key and subkeys

o Notice the default Permissions. Administrators have Full Control, and Users have Read only
access.

o You could also use this policy to restrict access to registry keys from certain groups by adding them
to the Permissions tab and denying access.

o WARNING! Thoroughly test any settings you configure here, especially if removing access to a key!

When finished working with the Default Domain policy, remove the user account you added when
you began this section from the Domain Admins Security Group.
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FILE SYSTEM PERMISSIONS
Review the following information to customize your File System Permissions:

Dynamic Access Control Overview
https://technet.microsoft.com/en-us/library/dn408191(v=ws.11).aspx

Dynamic Access Control: Scenario Overview
https://docs.microsoft.com/en-us/windows-server/identity/solution-guides/dynamic-access-control--scenario-

overview

Scenario: Central Access Policy
https://docs.microsoft.com/en-us/windows-server/identity/solution-guides/scenario--central-access-policy

This section allows you to specify permissions and auditing on specific files and folders.

When finished working with the Default Domain policy, remove the user account you added when
you began this section from the Domain Admins Security Group.
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WIRELESS NETWORK POLICIES
Review the following information to customize your Wireless Network Policies:

Managing the New Wireless Network (IEEE 802.11) Policies Settings
https://technet.microsoft.com/en-us/library/hh994701(v=ws.11).aspx

When finished working with the Default Domain policy, remove the user account you added when
you began this section from the Domain Admins Security Group.
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Back to Contents

Section VII: Hosts File GPO

The Hosts file from MVPS.org lists known spyware/malware sites, including those that distribute images and
advertisements. This file is licensed under Creative Commons, and has been maintained and updated
since it was created in 1998. This Hosts file, if implemented, prevents client systems from contacting known
MALICIOUS sites that could infect their systems with malware.

Remember to check the website regularly, http://winhelp2002.mvps.org/hosts.htm, to keep your share up-
to-date with the latest Hosts file!

Compared to the current MOREnet Blackhole DNS Serivce, since we have had members report the need to
access certain websites that we then determined allowable, the Hosts file can be more restrictive.
Thoroughly test its use within your environment to ensure your users can access the resources that they
need. Easily edit the hosts file to allow certain sites, by removing entries, if necessary. Internal resources
can be added to the hosts file to aid faster resolution and access. Open the file in Notepad and save back
to your network file share without the .txt extension, and the file will update on the client the next time Group
Policy is refreshed (default every 90 minutes + or — 30 minutes). To hasten the refresh, restart the client
computer or use gpupdate /force at an Administrative Command Prompt.

MUST READ LINKS!

Blocking Unwanted Connections with a Hosts File
http://winhelp2002.mvps.org/hosts.htm

How to Create a File Share in Windows Server 2016
http://www.tomsitpro.com/articles/create-file-share-windows-server-2016,1-3364.html

Managing Permissions for Shared Folders
https://technet.microsoft.com/en-us/library/cc753731(v=ws.11).aspx

Group Policy Preferences
https://technet.microsoft.com/en-us/library/dn581922(v=ws.11).aspx
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CREATE A SHARE
1. Open Server Manager.

@~  Server Manager * Dashboard

fH pashboard WELCOME TO SERVER MANAGER

B Local Server
BE All Servers

= o Configure this local server
iF ADDS =

£ DNS QUICK START
ii§ File and Storage Services b 2 Add roles and features
3 Add other servers to manage
WHAT'S NEW . st s
4 Create a server group
5 Connect this server to cloud services
LEARN MORE

2. Click on File and Storage Services. This the limited version of File and Storage Services that is installed
with Windows Server 2016.

B Server Manager = O =
P L
\ E L g o . : - "
(€)'~  Server Manager * File and Storage Services * Shares P oomsge  Toos  View b
il e d
_ = SHARES VOLUME :
| 1 Servers e Ml shares | 2 total METLOGON on Yourservemame | TASKS |
i Mew Share...
-i Volumes lber D ff B 'E'_\ i | —‘
& Dicks Refrash Jy: 585 GB
I Storags Pools Share Lacal Path Protocal  Availability Ty
[ = 22.5% Used B 13.4 GB Used Space
- < Yourservername (2) —1 et 4 fecopace
m iISCSH NETLOGON CAWiIndows\SYSVO \syovolsubd . §
Work Folders SYSVOL CAWindows\SYSVOLsysval SME Mot Clustereq

Go to Volumes Overnew >

QuoTa

MNETLOGON on Yourservermame

To use guotas, Fite Server Resource Manager must be installed.

To wnstall File Server Resource Manager, start the Add Roles and Features
Wizord,

3. Click on Shares.
4. From the TASKS drop-down, select New Share...
5. This launches the New Share Wizard.
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The Wizard

Fﬂ

Select the profile for this share

File share profile: Description:

SME Share - Quick This basic profile represents the fastest way to create an
SMB Share - Advanced SME file share, typically used to share files with

Windows-based computers.
SMB Share - Applications

NFS Share - Quick * Suitable for general file sharing
MFS Share - Advanced * Advanced options can be configured later by
using the Properties dialog

1. Select Profile
a. Options:
i. SMB Share — Quick (basic profile, typically used with Windows-based computer file-
sharing)

ii. SMB Share — Advanced (requires the File Server Resource Manager be installed; enables
guotas, folder level data classification for management and access policies, and set folder
owners)
iii. SMB Share — Applications (creates a file share appropriate for server applications like
hyper-v and databases)
iv. NFS Share — Quick (basic profile, typically used with Unix-based computers)
v. NFS Share — Advanced (requires both the Server for NFS and File Server Resource
Manager be installed; enables quotas, folder level data classification for management and
access policies, and set folder owners))

b. Select SMB Share — Quick

c. Click Next.
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f& Mew Share Wizard — O *

Select the server and path for this share

Select Profile Server:
Server Name Status Cluster Role Owner Nede
Yourservername Cnline Mot Clustered

Share location:

() Select by volume:

Volume Free Space Capacity File System
C: 46.1GB  59.5GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected
volume,

(@) Type a custom path:

| Browse...

2. Share Location
a. Radio to Type a custom path:
b. Click Browse...

Fﬁ Select Folder

e1ete

4 |8 Yourservername.subdomainyourdomair [ perflogs

all . _(E::) "1 Program Files

I ] perflogs
I ] Program Files
(O Program Files (x86)
I [ users 1 windows m
I
|

= | X

& Program Files (x86)

:l USErs

[ windows ‘ = e Cd |
| New folder

Folder: CTANew folder

e
Select folder”] | Cancel
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c. In the Select Folder window, click New Folder.
d. Type in the New Folder name, and press Enter. In this case we used Hosts.
e. Click Select Folder.

-
ey New Share Wizard - O X

Select the server and path for this share

Select Profile Server:
Server Name Staus Cluster Role_ Owner Nod
Share Name Yourservername Online Mot Clustered

Share location:

() Select by volume:

Valume Free Space Capacity File System
C 461 GB  39.5GB NTFS

The location of the file share will be a new folder in the VShares directory on the selected
volume,

(@) Type a custom path:

|t:\H osts | Browse...

| < Previous | | Mext » | Create Cancel

f. Back at the New Share Wizard window, notice the path is now populated. Click Next >
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ect Profile

L LA

hare Location

Share Mame

Other Settings

3. Share Name

a. The Share name: auto-fills as the name of your folder designated in the previous screen, but the

Specify share name

Share name:

Share description:

Local path to share:
CA\Hosts

Hosts

MOREnet )
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O X

This is where we will keep the updated hosts file from http.//
winhelp2002.mvps.org/hosts.htm for the Hosts file GPd

Remeote path to share:

\Yourservername\Hosts

| < Previous | | Mext = | Create

folder name and share name do not have to be the same. You can change it here.
b. Type in a Share description.
c. Local path and Remote path details are auto-filled.

Missouri Research and Education Network 22 University of Missouri System

221N. Stadium Blvd., Ste. 201 22 Columbia, MO 65203 22 P:(573)884-7200 2 F:(573)884-6673 22 www.MORE.net

145



MOREnet 2

Be better connected.

= New Share Wizard — O =

Configure share settings

Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
folder from the user's view.

Allow caching of share

Caching makes the contents of the share available to offline users. If the BranchCache for
Network Files role service is installed, you can enable BranchCache on the share,

Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.
[1 Encrypt data access
When enabled, remate file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

| < Previous | | Next » | Create Cancel

4. Other Settings
a. Enable access-based enumeration displays for the user only the files and folders they have

permission to. They must have at least Read permissions, otherwise the folder will be hidden from

their view. Check this option.

b. (Checked by Default) Allow caching of share, makes folder contents available to offline users.
c. Encrypt data access encrypts remote file access. You may want to use this option for shares that

contain sensitive data. In this case, we will leave this unchecked.
d. Click Next >
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i Mew Share Wizard - O X

Specify permissions to control access

Select Profile

Permissions to access the files on a share are set using a combination of folder permissions, share

Share Location permissions, and, optionally, a central access policy.

5hare Name Share permissions: Everyone Full Control

Other Settings Folder permissions:
Type Principal Access Applies To

Confirmation Allow CREATOR OWMER Full Control Subfelders and files only
Allow BUILTIN\Users Special This folder and subfolders
Allow BUILTINYUsers Read & execu... This folder, subfolders, and files
Allow BUILTINVAdministrators  Full Control This folder, subfolders, and files
Allow MT AUTHORITYASYSTEM  Full Control This folder, subfolders, and files

Customize permissions...

< Previous | | MNext = Create Cancel

5. Permissions
a. Click Customize permissions...

Advanced Security Settings for Hosts O X
MName: C\Hosts
Cwner Administrators (SUBDOMAIN\Administrators) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
BB Allow  SYSTEM Full control C\ This folder, subfolders and files
BB Allow  Administrators (SUBDOMAIN...  Full control N This folder, subfolders and files
BB Allow  Users (SUBDOMAIN\Users) Read & execute Ch This folder, subfolders and files
B2 Allow  Users (SUBDOMAIN\Users) Special Ch This folder and subfolders
ﬁa Allow CREATOR OWNER Full control [ Subfolders and files only

Add Remove View

Disable inheritance

[JReplace all child object permission entries with inheritable permission entries from this object

Cancel Apply
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b. The Advanced Security Settings dialogue has 4 tabs: Permissions, Share, Auditing & Effective
Access.
i. Permissions tab — The default permissions are pictured in the image above. To change
any of the options, click on the group, then click Edit. There are also options to Add or

Remove.
Advanced Security Settings for Hosts O *
Mame: C\Hosts
Cwner Administrators (SUBDOMAIN\Administrators) Change
Permissiens Share Auditing Effective Access

To modify share permissions, select the entry and click Edit.
Network location for this share: \\Yourservername.subdomain.yourdemainname.orgiHosts

Permission entries:

Type Principal Access
SR Allow Everyone Full Control
Add Remove View

Cancel Apply
ii. Share tab - The default setting is Type: Allow, Principal: Everyone, Access: Full Control.
To change the existing option, highlight the group and click Edit. There are also options to
Add or Remove.

iii. Auditing tab — This tab is not populated by default. You can add groups here, if you would
like to log attempts to access or change this share. Once you have a group added, you then
have the option to Remove or Edit.
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Advanced Security Settings for Hosts O >
Narne: C\Hosts

Owner: Administrators (SUBDOMAIN\Administrators) Change

Permissions Share Auditing Effective Access

Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a )

domain, you can also evaluate the impact of potential additions to the security token for the account, When you evaluate the impact
of adding a group, any group that the intended group is a member of must be added separately.

User/ Group: Users (SUBDOMAIN\Users) Select a user

Include group membership Click Add items ~

Device: Select a device

Include group membership Click Add items Add itemns

Include a user claim

Include a device claim

View effective access

Effective access Permissicn Access limited by
X Full control File Permissions
‘# Traverse folder / execute file
‘# List folder / read data
‘ﬁ Read attributes
‘ﬁ Read extended attributes
“ﬁ Create files / write data
“ﬁ Create folders / append data
X Write attributes File Permissions
X Write extended attributes File Permissions
X Delete subfolders and files File Permissions
X Delete File Permissions
"ﬁ Read permissions
X Change permissions File Permissions
X Take ownership File Permissions v

Cancel Apply

iv. Effective Access tab — Gives you the opportunity to view if a group can access the share
(green checkmark), and if denied (red x) what setting is blocking access. Select a User;
above we chose the Users group. Then click View effective access.
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Advanced Security Settings for Hosts O x
Mame: C\Hosts
Cwner: Administrators (SUBDOMAIMN\Administrators) Change

Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SR Allow  SYSTEM Full contral h This folder, subfolders and files
SR Allow  Administrators (SUBDOMAIN...  Full control N This folder, subfolders and files
8B Allow  Users (SUBDOMAIN,Users) Read & execute o This folder, subfolders and files
a1, Users (SUBDOMAIN\Users) Special = This folder and subfolders
SR Allow  CREATOR QWMNER Full control N Subfolders and files enly

e

Disable inheritance

[JReplace all child object permission entries with inheritable permission entries from this object

Cancel Apply

v. Back at the Permissions tab, this is the list of the default permissions. We want to remove
the Users group that has the special access, so that they cannot create files or folders in this
share. Highlight the Users group and click Remove.

Windows Security x

You can't remove Users (SUBDOMAIMYUsers) because this object is
inheriting permissions from its parent. To remove Users
(SUBDOMAIN'Users), you must prevent this object from inheriting
permissions. Turn off the option for inheriting permissions, and then
try removing Users (SUBDOMAINYUsers) again.

vi. You are prompted to turn off the option for inheriting permissions. Click OK.
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S8 Allow  Users (SUBDOMAIN\Users) Read & execute C This folder, subfolders and files
BB pllow  Users (SUBDOMAINYUsers) Special C:\ This folder and subfolders
SR Allow  CREATOR OWNER Full control Cy Subfolders and files only

Block Inheritance X

| Whatwould you like to do with the current inherited permissions?

You are about to block inheritance to this object, which means that permissions
inherited from a parent object will ne longer be applied to this object.

— Convert inherited permissions into explicit permissions on
this object.

— Remove all inherited permissions from this object.

Cancel
Add Remove View
I Disable inheritance
[ Replace all child object permission entries with inheritable permission entries from this object
oK Cancel Apply

vii. Highlight the group you want to Disable inheritance and click the button in the bottom left.
In the Block Inheritance dialogue, click Convert inherited permission into explicit permissions
on this object. If you click Remove all inherited permissions, all of the default groups will be
removed.

viii. After the inheritance has been adjusted, highlight the group you want to remove, and
click the button in the bottom left.

ix. Click OK.
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fEz Mew Share Wizard - ] >

Specify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
Share Location permissions, and, optionally, a central access policy.
Share Name Share permissions: Everyone Full Control
Cther Settings Folder permissions:
Type Principal Access Applies To
Confirmation Allow BUILTIN'Users Read & execu... This folder, subfolders, and files
Allow BUILTINVAdministrators  Full Control This folder, subfolders, and files
Allow NT AUTHORITYASYSTEM  Full Control This folder, subfolders, and files
Allow CREATOR OWMER Full Control Subfolders and files only

Customize permissions...

| < Previous | | Mext = Create

X. Back at the New Share Wizard, click Next > |

= Mew Share Wizard — O >

Confirm selections

Select Profile Confirm that the following are the correct settings, and then click Create.
Share Location
SHARE LOCATION
Shagilare Server: Yourservername
Other Settings Cluster role: Mot Clustered
Permissions Local path: ChHosts
SHARE PROPERTIES
Share name: Hosts
Description: This is where we will keep the updated hosts file from
http://fwinhelp2002.mvps.org/hosts.htm for the Hosts file
GPO
Protocal: SMB
Access-based enumeration: Enabled
Caching: Enabled
BranchCache: Disabled
Encrypt data: Disabled
< Previous Mext = | Create | | Cancel

6. Confirmation: Review your configuration and Click Create.
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B Mew Share Wizard — O *

View results

The share was successfully created.

Task Progress Status
Create SME share I Completed
Set SME permissions I _ompleted

< Previous Mext = Cancel

7. Results are pictured when the Share creation process is completed.
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B Server Manager = O pas
=\ . . — :
(&)=~ <« File and Storage Services * Shares @) | I Mamge ook View Hep
_ #= SHARES ~ VOLUME )
i S ATA 1l chares | 2cta [TASKS ¥ |  Hnosic onVourenemame TASKS v |
_l Valumes Fiter 0 B (& i)
= Disks = - Capacity: 565 GE
I—ii Storage Pools Share Local Path Protocol
o 22.59% Used B 124 GB Ussd Space
= S = 461GB ree space
ﬂ iSCEl MNETLOGOMN CAWindows\SYSVO\sysvalsubd...  SME
Work Folders SysvoL CAWindows\S¥SOLaysvel SME

Stop Sharing
Open Share

Rroperties Go to Volumes Overview >

QuUOTA

Hosts on Yourservername

To wse quotss, File Server Resource Manager must be installed.

To install File Server Resource Monager, start the Ada Roles and
Features Wizard.

8. To edit your Share, from Server Manager click on File and Storage Services > Shares. Right—click on
your share name. You have the option to:
a. Stop Sharing, which disables sharing. It does not remove the folder.

21 M = | Hosts

Home Share View

T™ |_._ \Yeourservername.subdomain.yourdomainname.orgh Hosts w | @

Mame Date modified Type
3 Quick access

[ Desktop
-‘- Downloads

i:::| Documents

This folder is empty.

L S T

=] Pictures
[ This PC

|_j‘ Metwork
b. Open Share, in File Explorer.
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Hosts Properties — O *
p

Hosts

Show Al

General General

Permissions

Settings Server Name: Yourservername

Share name: Haosts

Share description: | This is where we will keep the updated hosts file from http://
winhelp2002.mvps.org/hosts.htm for the Hosts file GPO

Folder path: C\Hosts
Protocol: SME

Availability type: Mot Clustered

Permissions

Permissions to access the files on a share are set using a combination of folder permissions,
share permissions, and, optionally, a central access policy.

Share permissions: Everyone Full Control

Folder permissions:

Type Principal Access Applies To

Allow BUILTINYUsers Read & execu.. This folder, subfolders, and files
Allow EUILTINYAdministrators  Full Control This folder, subfolders, and files
Allow MNT AUTHORITYASYSTEM  Full Control This folder, subfolders, and files
Allow CREATOR OWMNER Full Control Subfolders and files only

| Customize permissions..

Settings

Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user has permissions
to access. If a user does not have Read (or equivalent) permissions for a folder, Windows
hides the folder from the user's view,

Allow caching of share
Caching makes the contents of the share available to offline users. If the BranchCache for
Metwork Files role service is installed, you can enable BranchCache on the share,
Enable BranchCache on the file share

EranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the
branch.

1 Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the data
against unauthorized access while the data is transferred to and from the share. If this box
is checked and grayed out, an administrator has turmed on encryption for the entire server.

| OK | | Cancel | Apply

c. Properties, to make changes to General, Permissions and/or Settings.
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DOWNLOAD THE CURRENT MVP HOSTS FILE

1. Log into a domain computer with your Administrator credentials.
2. Open an internet browser.
3. Navigate to: http://winhelp2002.mvps.org/hosts.htm. Carefully read the documentation on this site to
review how the Hosts file works.
4. Scroll down until you see the link, To view the Hosts file in plain text form.
a. Right-click on the link, and choose Save Target As...
b. In the Save As window type the network file share into the address bar:
\\vourservername.subdomain.yourdomainname.org\Hosts
c. The filename will be hosts.txt
d. Click Save.

e

File Edit Format View Help

This MVPS HOSTS file is a free download from:
http://winhelp2882.mvps.org/hosts.htm

Notes: The Operating System does not read the "#" symbol
or anything after the # symbol on the same line

This *must® be the first line: 127.8.8.1 localhost

BT T

R SO RO AT B R O R RO B RO R R R R R SRR TR RO 80 RO SRR ROR S HOR R

HE o o ok 3 4 3 o

+*
]
I
]
]
]
1
]
]
]
I
]
]
]
1
=
=
(=
w
=1
m
[=%
LA
T
=]
—+
m
El
o
1+
]
]
[y
[¥,]
]
P
o]
=
|
]
]
]
]
I
]
]
]
]
I
]
]
I
]
H

#J—(J—cJ-cJ-(J-cJ-(J-(J-cJ-(J-cJ-cJ-(J-cJ-(J-(J-cJ-(J-cJ-cJ-(J-cJ-(J-cJ-cJ-(J-cJ-cJ-(J-cJ-(J-cJ-cJ-(J-cJ-(J-(HKHHKHHKHKHHKHHHHKHHKH#

#
Disclaimer: this file is free to use for personal use
only. Furthermore it is NOT permitted to copy any of the
contents or host on any other site without permission or
meeting the full criteria of the below license terms.

This work is licensed under the Creative Commons
Attribution-NonCommercial-ShareAlike License.
https://creativecommons.org/licenses/by-nc-sa/4.8/

L S O R R R R S R

#
#
#
#
#
#
#
#
#
#

License info for commercial purposes contact Winhelp2002
127.8.8.1 localhost
1:1 localhost #[IPvE]

# My test line

192.168.5.17 mytest

#

# [Start of entries generated by MVPS HOSTS]

.0.0.8 m.fr.a2dfp.net
. Open the hosts.txt from the network file share in Notepad.
a. Under the line in the text file ::1 localhost #[IPv6] type:
# My test line
192.168.5.17 mytest
b. Go to File > Save.

#

# [Mi

0.0.9.8 fr.a2dfp.net
8.0.0

5
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pane &8| Extra large icons [&=| Large icons ar=| Medium icons
5 Small icons FE List == Details
Layout
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I [ ] Group by - I:‘ ltem check boxes
Add columns File name extensions _ - )
a;rf Size all columns to fit Hidden items HII:IEit::;I:tEEI Opt:ons

Current view Show/hide

6. If you cannot see the .txt extension on the hosts.txt file, do the following:

a. Open File Explorer

b. Click on the View tab of the ribbon bar.

c. Above Show/hide, check the boxes for File name extensions and Hidden items.

|_'||hosts—| Rename

I If you change a file name extension, the file might become unusable.

Are you sure you want to change it?

7. Go back to the hosts.txt file in the network file share.
a. Rename the file, removing the .txt extension.

b. Click Yes despite the warning.
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CREATE THE GPO

Remember that the placement of your GPO will determine which systems are affected. In this example, we
are creating the GPO at the Domain level. This will affect all the systems in my domain, including the
servers.

A typical Group Policy Object would be created on the specific OU that holds the computer accounts to be
affected. For your own deployment, while it should not affect server performance, since internet browsing
should be performed on a server, you may want to consider linking your Hosts file GPO to more specific
OU’s.

1. Open Group Policy Management from the Server Manager Tools Menu.

'3l Group Policy Management

|2 File Action View Window Help 2. Right-click on your domain name
o A sIRETEREN 7] and click Create a GPO in this

- . - - domain, and Link it he
'54 Group Policy Management subdomain.yourdomainname.org

v —ﬁ Fc,'rESt: sul.Jdomam.yourdomamname.m Status  Linked Group Policy Objects  Group Policy Inhertance
~ g5 Domains

w 3 subdomain.yourdomainname.o

!: Default Demain Policy Create a GPO in this domain, and Link it here...

2| Domain Contrellers Link an Existing GPO...

5 Group Policy Objects Block Inheritance

& WMI Filters

] Starter GPOs Group Policy Modeling Wizard...
@ Sites Mew Organizational Unit

sy Group Policy Medeling
d . Search...
1+ Group Policy Results

Change Domain Controller...
Remove

Active Directory Users and Computers...

View »
MNew Window from Here

Refresh

Properties

Help

Mame:
|Disal:ule DS Client and Deploy Hosts File

Source Starter GPO:
{none) v
Ok Cancel

a. Type a descriptive label in the Name: field.
b. Click OK.
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Disable the DNS Client Services

DNS has been required to establish a domain, ever since Windows XP. Therefore, the search order is
DNS, Hosts, LMHosts. If the new Hosts file is deployed without making changes to the DNS Client
Services, the DNS server specified in our Network card properties would always be checked first to resolve
search requests, nullifying the benefits of the Hosts file. Disabling the DNS client service doesn’t prevent
the service entirely. It changes the search order to: Hosts, LMhosts and then DNS.

You may be concerned that using the Hosts file could slow browsing. Rest assured, clients will be able to
guery the Hosts file very quickly. You should see no delay in processing requests for the internet.

**&% Older systems with limited specs, may experience a slight slowdown when processing larger host files
or DNS requests.

5, Group Policy Management
5L File  Action View Window Help
e A1l =NIENERN 7 Ho:

|5}, Group Policy Management subdomain.yourdomainname

v _ﬂ Forest: subdomainyourdomainname.org Status  Linked Group Policy Objects
v (55 Domains

w 3 subdomainyourdomainname.org This page shows the status of Active

az] Default Domain Policy Group Policy.
5| Disable DNS Client and Deploy Hosts File

2| Domain Controllers Edit...

= Group Policy Ohbjects Enforced

7 WMIFilters v Link Enabled
5| Starter GPOs

i Sites Save Report...
57 Group Policy Modeling
i, Group Policy Results

MNew Window from Here

Delete
Rename

Refresh

Help
1. Right-click on the new GPO and click Edit...
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v i Computer Configuration
w || Policies
| Software Settings
~ | Windows Settings
| Mame Resolution Policy
=] Scripts (Startup/Shutdown)
= Deployed Printers
W EJ_QI Security Settings
i Account Policies
| Local Policies
5f| EventLog
A Restricted Groups
A Systemn Services
4 Registry
4, File System
jr Wired Metwork (IEEE 802.3) Policies

S

Service Mame Startup Permission
ftlDFS Mamespace Mot Defined Mot Defined
E&}DFS Replication Mot Defined Mot Defined
ﬁDHCF’ Client Mot Defined Mot Defined
]?:)Diagnastic Policy Service Mot Defined Mot Defined
mDiagnostic Service Host Mot Defined Mot Defined
]?:)Diagnastic System Host Mot Defined Mot Defined
E&}Distributed Link Tracking ... Mot Defined Mot Defined
ﬁjDistributed Transaction C... Mot Defined Mot Defined
E&}dmwappushwc MNot Defined Mot Defined
ﬁDNS Client Mot Defined Mot Defined

DS Server Mot Defined Mot Defined
mDuwnluaded Maps Mana... Mot Defined Mot Defined
]?:)DS Role Server Mot Defined Mot Defined
E&}Embedded Mode Mot Defined Mot Defined

2. In the Console Tree, under Computer Configuration, click > next to Policies & Windows Settings &
Security Settings, expanding each container.

3. Click on System Services

a. Double-click DNS Client in the right-hand pane.

Security Policy Setting

EE' DNS Cliert

Define this policy setting
Select service startup mode:
() Automatic
(") Manual
(@) Disabled

Edit Security...

QK Cancel

Ppply

b. Check the box to Define this policy setting
c. Radio the Select service startup mode to Disabled

d. Click OK
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Deploy the Hosts File GPO with Group Policy Preferences

1. Open Group Policy Management from the Server Manager Tools Menu.
2. Right-click on the DNS/Hosts file GPO and click on Edit...

._%T Group Policy Management Editor
File Action View Help

| HE L0 mdE BHm RO +

\=[ Disable DNS Client and Deploy Hosts File
w il Computer Configuration
» [ Policies
s [ Preferences

BS Ord Acti
v H WindowsSettings ; s rder ion

Source

There are no itermns to show in this view.
3 FlIE;
@? Folders
5 ﬁ Registry
k2] Metwork Shares
[ Shortcuts
> Control Panel Settings
w % User Configuration
> [ Policies
s [ Preferences Description

Ne palicies selected

<

Files

> \ Preferences A Extended )\Standardf'

3. In the Console Tree, under Computer Configuration, click > next to Preferences & Windows Settings
expanding each container.
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'=f Group Policy Management Editor
Fle Action View Help 4. Right-click Files, hover over New > and click File.

o HE B lmdz HEI RO +

= Disable DNS Client and Deploy Hosts File
+ il Computer Configuration
5 || Policies
s || Preferences
w || Windows Settings
Environment

Processing

&7 Files
3 Fold New > File
Ini F All Tasks ¥
’ g :IZ?_: View >
[#] Shao Copy
» [= Control Paste
v L, User Configura .
5 7 Policies Print I
» [7] Preferences Refresh Description
Export List... Mo policies selected
Help
|
Mew File Properties *
5. New File Properties, General tab:
General | Common .
a. Action: Select Replace from the drop-down
@? Action: | Replace v b. Source file(s): Type in the network file share
path or click ... to browse
Source fie®: | ubdoman yourdamamame.argbiostshess | | .| \YrServername.subdomain.yrdomain.org\Hosts\hosts

Destination File: | C:\Windows\System32\drivers\etcthosts | |I|

[ suppress errors on individual file actions

Attributes browse
[JRead-only C:\Windows\System32\drivers\etc\hosts
[ Hidden d. Uncheck Archive attribute
[archive e. Click OK
o | cand || meey || e

Marme Order Action Source Target

Processing Ahhosts 1 Replace  ‘\\yourservername.subdomain... Ch\Windows\Systern32'drivers\etc\hosts

»

6. The new configuration is now listed in the right-hand pane of the GPME.
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TEST, TEST, TEST!!

Logged into a domain joined computer (in the OU you have linked this policy), open an Administrative
command prompt.

Right-click on the Start Menu, select Command Prompt (Admin).

At the prompt enter, notepad c:\windows\system32\drivers\etc\hosts

When notepad launches, you should see your test entry near the top. If you do not, try to restart the
computer.

At the elevated Command Prompt you could also ping the ip address from your test entry. Or use nslookup
to query the ip address you added, to see what hame is resolved. If the name returned is mytest, then you
know the Hosts file is working.

Confirm the DNS Client Service is disabled by opening Services on a domain joined computer. If you see
that the DNS Client is disabled, you know the policy was applied.

NOTE: The system does not require a restart for these particular settings to take effect. The new policies
otherwise will be implemented with the next network refresh of Group Policy. The default is every 90
minutes + or — 30 minutes. You can specify an update rate from 0 to 64,800 minutes (45 days). If you
select 0 minutes, the computer tries to update user Group Policy every 7 seconds. Configuring shorter
periods of time will generate more internal network traffic. You will have to test to find the setting
complements your network.

Another useful command using the Administrative Command Prompt for troubleshooting Group Policy is
gpresult /r. This will list the policies applied to the machine and the order of precedence; however, it is best
to confirm manually that the settings you configured were actually changed.

When finished working with the Default Domain policy, remove the user account you added when
you began this section from the Domain Admins Security Group.
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Section VIII: ALL Links
(in the order of appearance)

Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/windows-server-2016

System Requirements for Windows 2016 Server
https://docs.microsoft.com/en-us/windows-server/get-started/system-requirements

Important Issues in Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/get-started/windows-server-2016-ga-release-notes

Recover the Operating System or Full Server (referencing Windows Server 2008 R2)
https://technet.microsoft.com/library/cc755163.aspx

Wbadmin Start sysrecovery
https://technet.microsoft.com/en-us/library/cc742118(v=ws.11).aspx

Windows SmartScreen
https://technet.microsoft.com/en-us/library/jj618329(v=ws.11).aspx#BKMK How

Server Manager
https://docs.microsoft.com/en-us/windows-server/administration/server-manager/server-manager

Add Servers to Server Manager
https://docs.microsoft.com/en-us/windows-server/administration/server-manager/add-servers-to-server-

manager):

Microsoft Operations Management Suite
https://www.microsoft.com/en-us/cloud-platform/operations-management-suite.

Manager the Local Server and Server Manager Console
https://docs.microsoft.com/en-us/windows-server/administration/server-manager/manage-the-local-server-
and-the-server-manager-console

Server Manager Help
https://technet.microsoft.com/library/2194da26-7e64-4497-b4ee-c2d815f655c0

Windows Server Marketplace
https://www.windowsservercatalog.com

Windows Server TechCenter
https://technet.microsoft.com/en-us/library/hh831456

Windows 10 update history
https://support.microsoft.com/en-us/help/4018124/windows-10-update-history
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https://docs.microsoft.com/en-us/windows-server/get-started/system-requirements
https://docs.microsoft.com/en-us/windows-server/get-started/windows-server-2016-ga-release-notes
https://technet.microsoft.com/library/cc755163.aspx
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https://docs.microsoft.com/en-us/windows-server/administration/server-manager/manage-the-local-server-and-the-server-manager-console
https://technet.microsoft.com/library/2194da26-7e64-4497-b4ee-c2d815f655c0
https://www.windowsservercatalog.com/
https://technet.microsoft.com/en-us/library/hh831456
https://support.microsoft.com/en-us/help/4018124/windows-10-update-history
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Patching with Windows Server 2016
https://blogs.technet.microsoft.com/mu/2017/06/27/patching-with-windows-server-2016/

Step-by-Step Guide for Setting up a Windows Server 2016 Domain Controller
http://www.tactig.com/install-windows-server-step-by-step/
http://www.tactig.com/install-active-directory-domain-services-ad-ds/
http://www.tactig.com/promote-windows-server-domain-controller/

Upgrade and Conversion Options for Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/get-started/supported-upgrade-paths

In-Place Domain Controller Upgrade from Windows Server 2012R2 to 2016
https://www.virtualizationhowto.com/2016/11/upgrade-windows-server-2012-r2-domain-controller-to-
windows-server-2016/

What’'s New in Windows Server 2016 Active Directory
https://docs.microsoft.com/en-us/windows-server/identity/whats-new-active-directory-domain-services

Azure Active Directory Services
https://azure.microsoft.com/en-us/services/active-directory/

Active Directory: Best Practices for Internal Domain and Network Names
https://social.technet.microsoft.com/wiki/contents/articles/34981.active-directory-best-practices-for-internal-
domain-and-network-names.aspx

List of Top-Level Domains
https://www.icann.org/resources/pages/tlds-2012-02-25-en

Domain Tools
http://whois.domaintools.com

ICANN-Accredited Registrars
https://www.icann.org/reqistrar-reports/accredited-list.html

AD DS Installation Wizard Page Descriptions: Deployment Configuration
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-
wizard-page-descriptions#BKMK DepConfigPage

What is an RODC?
https://technet.microsoft.com/en-us/library/cc771030(v=ws.10).aspx

AD DS Installation Wizard Page Descriptions: Domain Controller Options
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-
removal-wizard-page-descriptions#BKMK DCOptionsPage

AD DS Installation Wizard Page Descriptions: DNS Options
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-
removal-wizard-page-descriptions#BKMK DNSOptionsPage
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https://blogs.technet.microsoft.com/mu/2017/06/27/patching-with-windows-server-2016/
http://www.tactig.com/install-windows-server-step-by-step/
http://www.tactig.com/install-active-directory-domain-services-ad-ds/
http://www.tactig.com/promote-windows-server-domain-controller/
https://docs.microsoft.com/en-us/windows-server/get-started/supported-upgrade-paths
https://www.virtualizationhowto.com/2016/11/upgrade-windows-server-2012-r2-domain-controller-to-windows-server-2016/
https://www.virtualizationhowto.com/2016/11/upgrade-windows-server-2012-r2-domain-controller-to-windows-server-2016/
https://docs.microsoft.com/en-us/windows-server/identity/whats-new-active-directory-domain-services
https://azure.microsoft.com/en-us/services/active-directory/
https://social.technet.microsoft.com/wiki/contents/articles/34981.active-directory-best-practices-for-internal-domain-and-network-names.aspx
https://social.technet.microsoft.com/wiki/contents/articles/34981.active-directory-best-practices-for-internal-domain-and-network-names.aspx
https://www.icann.org/resources/pages/tlds-2012-02-25-en
http://whois.domaintools.com/
https://www.icann.org/registrar-reports/accredited-list.html
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_DepConfigPage
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_DepConfigPage
https://technet.microsoft.com/en-us/library/cc771030(v=ws.10).aspx
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_DCOptionsPage
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_DCOptionsPage
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_DNSOptionsPage
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_DNSOptionsPage
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AD DS Installation Wizard Page Descriptions: Additional Options
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-
removal-wizard-page-descriptions#BKMK AdditionalOptionsPage

AD DS Installation Wizard Page Descriptions: Paths
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-
removal-wizard-page-descriptions - BKMK Paths

AD DS Installation Wizard Page Descriptions: Prerequisites Check
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-
removal-wizard-page-descriptions#BKMK PrergCheckPage

Powershell Modules for Windows 10 and Windows Server 2016
https://technet.microsoft.com/itpro/powershell/windows/index

Microsoft Script Center
http://technet.microsoft.com/en-us/scriptcenter

Server 2016 Server Manager
https://docs.microsoft.com/en-us/windows-server/administration/server-manager/server-manager

Features Removed or Deprecated in Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/get-started/deprecated-features

Guidance on Disabling System Services on Windows Server 2016 with Desktop Experience
https://blogs.technet.microsoft.com/secquide/2017/05/29/guidance-on-disabling-system-services-on-
windows-server-2016-with-desktop-experience/

Best Practices Analyzer for Active Directory Domain Services: Configuration
https://technet.microsoft.com/en-us/library/dd391912(v=ws.10).aspx

BGinfo
https://docs.microsoft.com/en-us/sysinternals/downloads/bginfo

Securing Built-In Administrator Accounts in Active Directory
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-d--
securing-built-in-administrator-accounts-in-active-directory

Top Support Solutions for Windows Server 2016:
https://docs.microsoft.com/en-us/windows-server/troubleshoot/windows-server-support-solutions

DCDiag: http://technet.microsoft.com/en-us/library/cc731968.aspx

ADSIEdit: https://technet.microsoft.com/en-us/library/cc773354(v=ws.10).aspx

DSACLS, Directory Services Access Control Lists Utility: https://technet.microsoft.com/en-
us/library/cc771151(v=ws.11).aspx

DFSUTIL, Distributed File System Utility: https://technet.microsoft.com/en-us/library/cc962134.aspx
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https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_AdditionalOptionsPage
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_AdditionalOptionsPage
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions%20-%20BKMK_Paths
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions%20-%20BKMK_Paths
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_PrerqCheckPage
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/ad-ds-installation-and-removal-wizard-page-descriptions#BKMK_PrerqCheckPage
https://technet.microsoft.com/itpro/powershell/windows/index
http://technet.microsoft.com/en-us/scriptcenter
https://docs.microsoft.com/en-us/windows-server/administration/server-manager/server-manager
https://docs.microsoft.com/en-us/windows-server/get-started/deprecated-features
https://blogs.technet.microsoft.com/secguide/2017/05/29/guidance-on-disabling-system-services-on-windows-server-2016-with-desktop-experience/
https://blogs.technet.microsoft.com/secguide/2017/05/29/guidance-on-disabling-system-services-on-windows-server-2016-with-desktop-experience/
https://technet.microsoft.com/en-us/library/dd391912(v=ws.10).aspx
https://docs.microsoft.com/en-us/sysinternals/downloads/bginfo
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-d--securing-built-in-administrator-accounts-in-active-directory
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-d--securing-built-in-administrator-accounts-in-active-directory
https://docs.microsoft.com/en-us/windows-server/troubleshoot/windows-server-support-solutions
http://technet.microsoft.com/en-us/library/cc731968.aspx
https://technet.microsoft.com/en-us/library/cc773354(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc771151(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/cc771151(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/cc962134.aspx
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DNSCMD, DNS Server Troubleshooting Tool: https://technet.microsoft.com/en-
us/library/dd197560(v=ws.10).aspx

REPADMIN, Replication Diagnostics Tool: https://technet.microsoft.com/en-
us/library/cc770963(v=ws.11).aspx

NETDOM, Windows Domain Manager: https://technet.microsoft.com/en-us/library/cc772217(v=ws.11).aspx

Windows Sysinternals
https://docs.microsoft.com/en-us/sysinternals/

Project Honolulu
https://blogs.technet.microsoft.com/servermanagement/2017/09/22/project-honolulu-technical-preview-now-
available/

Free Active Directory Tools from ManageEngine:
https://www.manageengine.com/products/free-windows-active-directory-tools/free-active-directory-tools-
index.html

Educause Whois
http://whois.educause.net

MX Toolbox Network Tools
https://mxtoolbox.com/NetworkTools.aspx

DNSStuff
https://www.dnsstuff.com

Server 2016 DNS Policies Overview
https://docs.microsoft.com/en-us/windows-server/networking/dns/deploy/dns-policies-overview

What's New in DNS Server in Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/networking/dns/what-s-new-in-dns-
server?f=255&MSPPError=-2147217396

Implement Domain Name System (sample chapter from Networking with Windows Server 2016)
https://www.microsoftpressstore.com/articles/article.aspx?p=2756482

Best Practices Analyzer for Domain Name System: Configuration (as related to Windows Server 2008 R2,
Windows Server 2012)
https://technet.microsoft.com/en-us/library/dd391879(v=ws.10).aspx

DNS: Installing and Configuring Servers (as related to Windows Server 2008 R2)
https://technet.microsoft.com/en-us/library/cc755183(v=ws.11).aspx

Optimizing your network to keep your DNS squeaky clean
https://blogs.technet.microsoft.com/networking/2009/02/09/optimizing-your-network-to-keep-your-dns-
squeaky-clean/
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Troubleshoot DNS Problems Related to Active Directory
https://technet.microsoft.com/en-us/library/cc526683.aspx

MOREnNet BlackHole DNS
https://www.more.net/services/black-hole-dns

IANA Root Servers
https://www.iana.org/domains/root/servers

Root-Servers.org
http://www.root-servers.org/

Enable DNS Diagnostic Logging
https://technet.microsoft.com/en-us/library/dn800669(v=ws.11).aspx#en

Use Built-In Tools to Monitor DNS Servers
https://technet.microsoft.com/en-us/library/dd673658.aspx

Monitoring and Troubleshooting DNS
http://www.tech-fag.com/monitoring-and-troubleshooting-dns.html

Managing a Forward Lookup Zone (as related to Windows Server 2008)
https://technet.microsoft.com/en-us/library/cc816891(v=ws.10).aspx

Understanding Reverse Lookup (as related to Windows Server 2008 R2)
https://technet.microsoft.com/en-us/library/cc730980(v=ws.11).aspx

NSLookup
https://technet.microsoft.com/en-us/library/bb490950.aspx

Understanding Forwarders (as related to Windows Server 2008 R2)
http://technet.microsoft.com/en-us/library/cc730756.aspx

Using Forwarders (as related to Windows Server 2008 R2)
http://technet.microsoft.com/en-us/library/cc754931.aspx

What should | use, a Stub, Conditional Forwarder, Forwarder, or Secondary Zone??
https://blogs.msmvps.com/acefekay/2012/09/18/what-should-i-use-a-stub-conditional-forwader-forwarder-
or-secondary-zone/

CIS (Center for Internet Security) Microsoft Windows Server 2012R2 Benchmark
https://www.cisecurity.org/wp-
content/uploads/2017/04/CIS_Microsoft Windows_Server 2012 R2 Benchmark v2.2.0.pdf

Security Baseline for Windows 10 & Windows Server 2016
https://blogs.technet.microsoft.com/secquide/2016/10/17/security-baseline-for-windows-10-v1607-
anniversary-edition-and-windows-server-2016/
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Best Practices for Securing Active Directory
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/best-practices-
for-securing-active-directory

Active Directory Security Groups

https://technet.microsoft.com/en-us/library/dn579255(v=ws.11).aspx

LAPS (Local Administrator Password Solution)
https://www.microsoft.com/en-us/download/details.aspx?id=46899

Securing Domain Controllers Against Attack
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/securing-
domain-controllers-against-attack

Securing Domain Controllers to Improve Active Directory Security
https://adsecurity.org/?p=3377

Device Health Attestation
https://docs.microsoft.com/en-us/windows-server/security/device-health-attestation

Reinspecting Password, Account Lockout and Audit Policies
https://www.isaca.org/Journal/archives/2014/Volume-2/Pages/JOnline-Reinspecting-Password-Account-
Lockout-and-Audit-Policies.aspx

SANS Information Security Policy Templates
https://www.sans.org/security-resources/policies

Microsoft Password Guidance, downloadable .pdf
https://www.microsoft.com/en-us/research/publication/password-quidance/

Step-by-Step: Enabling and Using Fine-Grained Password Policies in AD
https://blogs.technet.microsoft.com/canitpro/2013/05/29/step-by-step-enabling-and-using-fine-grained-
password-policies-in-ad/

Fine-Grained Password Policies User Interface in Windows 2012 R2 and Newer
https://blogs.msmvps.com/acefekay/2016/10/16/fine-grained-password-policies-user-interface-in-windows-
2012-r2-and-newer/

Advanced Security Auditing FAQ
https://technet.microsoft.com/en-us/library/dn319046(v=ws.11).aspx

Audit Policy Recommendations, Windows Server 2016
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-
recommendations

Monitoring Active Directory for Signs of Compromise
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/monitoring-
active-directory-for-signs-of-compromise

Windows 10 and Windows Server 2016 security auditing and monitoring reference
https://www.microsoft.com/en-us/download/details.aspx?id=52630
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User Rights Assignment

https://technet.microsoft.com/en-us/library/dn221963(v=ws.11).aspx

Securing Administrator Groups in Active Directory
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-g--
securing-administrators-groups-in-active-directory

Security Options
https://technet.microsoft.com/en-us/library/jj852268(v=ws.11).aspx

Network access: Allow anonymous DIS/name translation
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-access-allow-
anonymous-sidname-translation

Network security: Do not store LAN Manager hash value on next password change
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-security-do-not-
store-lan-manager-hash-value-on-next-password-change

Network security: Force logoff when logon hours expire.
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-security-force-
logoff-when-logon-hours-expire

Network security:LAN Manager authentication level
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-security-lan-
manager-authentication-level

Recommended Settings for Event Log Sizes in Windows
https://support.microsoft.com/en-us/help/957662/recommended-settings-for-event-log-sizes-in-windows

Back Up & Clear Your Event Logs with Windows Powershell
https://technet.microsoft.com/en-us/library/2009.07.heyscriptingguy.aspx

Event Log
https://technet.microsoft.com/en-us/library/dd349798.aspx

Description of Group Policy Restricted Groups
https://support.microsoft.com/en-us/help/279301/description-of-group-policy-restricted-groups

Restricted Groups
https://technet.microsoft.com/en-us/library/cc957640.aspx

Manage Local Active Directory Groups using Group Policy Restricted Groups
https://www.petri.com/manage-local-active-directory-groups-using-group-policy-restricted-groups

Implementing Least-Privilege Administrative Models
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/implementing-
least-privilege-administrative-models

Guidance on disabling system services on Windows Server 2016 with Desktop Experience
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https://docs.microsoft.com/en-us/windows-server/security/windows-services/security-guidelines-for-
disabling-system-services-in-windows-server
This article includes a downloadable spreadsheet of services:
https://msdnshared.blob.core.windows.net/media/2017/05/Service-management-WS2016.xIsx
Per-User Services in Windows 10 and Windows Server
https://docs.microsoft.com/en-us/windows/application-management/per-user-services-in-windows

Access Control and Authorization Overview
https://technet.microsoft.com/en-us/library/jj134043(v=ws.11).aspx

Dynamic Access Control Overview
https://technet.microsoft.com/en-us/library/dn408191(v=ws.11).aspx

Dynamic Access Control: Scenario Overview
https://docs.microsoft.com/en-us/windows-server/identity/solution-qguides/dynamic-access-control--scenario-
overview

Scenario: Central Access Policy
https://docs.microsoft.com/en-us/windows-server/identity/solution-guides/scenario--central-access-policy

Managing the New Wireless Network (IEEE 802.11) Policies Settings
https://technet.microsoft.com/en-us/library/hh994701(v=ws.11).aspx

Blocking Unwanted Connections with a Hosts File
http://winhelp2002.mvps.org/hosts.htm

How to Create a File Share in Windows Server 2016
http://www.tomsitpro.com/articles/create-file-share-windows-server-2016,1-3364.html

Managing Permissions for Shared Folders
https://technet.microsoft.com/en-us/library/cc753731(v=ws.11).aspx

Group Policy Preferences
https://technet.microsoft.com/en-us/library/dn581922(v=ws.11).aspx
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